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1.0 PURPOSE

The purpose of this Business Continuity Plan (BCP) is to ensure that Primus Plus Healthcare
has a structured and comprehensive framework in place to effectively manage, respond to, and
recover from any disruptions, emergencies, or crises that may impact the delivery of supported
living services, particularly for adults with learning disabilities, mental health needs, and
autism spectrum conditions. This plan is specifically designed to support Service Users in
supported living environments without personal care, ensuring that their well-being, safety,
and independence are maintained during both planned and unplanned disruptions.

The BCP is a proactive document that seeks to address potential risks, outline clear recovery
strategies, and ensure the organization continues to provide essential services during times of
crisis. The core objectives of this plan are:

1.1 Ensure Service Continuity

« Safeguard the uninterrupted delivery of critical services for Service Users, particularly
those in supported living environments without personal care.

o Critical Services: These include accommodation support, regular monitoring,
assistance with community integration, and ensuring access to essential health
services like medication reminders, health check-ups, and emergency response.

o Well-being and Safety: Ensure that Service Users' physical and emotional needs
are consistently met, focusing on maintaining a safe and comfortable living
environment, including access to necessary resources and staff support, even
when disruptions occur.

o Quality of Life: Support Service Users in maintaining their independence and
quality of life, even during disruptions to daily routines or services. This
includes ensuring that they have continued access to their living spaces,
transportation, communication with families and advocates, and participation in
community activities, as appropriate.

1.2 Protect Stakeholders
o Ensure the safety and well-being of all stakeholders during emergencies, focusing on:

o Service Users: Prioritize the protection of vulnerable Service Users, particularly
those who require supervision or support to maintain a stable environment. This
includes ensuring their needs are met in terms of accommodation, social
inclusion, health monitoring, and safeguarding.

o Staff: Ensure the protection and well-being of staff members who may be
required to work in high-stress or hazardous environments during crises. This
includes providing staff with appropriate training, support, and resources (e.g.,
personal protective equipment, mental health support).

o Families and Guardians: Keep families, advocates, and legal representatives
informed of any disruptions to services, ensuring that they are updated on the
safety of their loved ones and the status of care.

o External Stakeholders: Maintain communication with external partners such as
local authorities, commissioners, healthcare providers, and suppliers to ensure
service delivery remains coordinated and aligned with any necessary
contingency measures.

1.3 Minimize Operational Disruptions
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e Reduce the impact of disruptions on daily operations by implementing clear procedures
for maintaining essential activities, such as:

o

Accommodation Support: Ensuring that Service Users have continued access to
their living spaces, including secure environments and necessary living
accommodations.

Health Monitoring and Emergency Response: Maintain access to health
services, including managing medication and monitoring physical and mental
health needs. Ensure that any medical emergencies or behavioural support needs
are addressed promptly.

Staffing Availability: Ensure that there is a sufficient number of qualified staff
to provide supervision and support during disruptions. This may involve
redeploying staff, using agency workers, or relying on backup staffing
arrangements.

Emergency Support Systems: Ensure that contingency plans for emergency
situations (e.g., power outages, water supply disruptions, extreme weather
conditions) are in place, reducing the overall impact of these events on daily
operations.

1.4 Comply with Legal and Regulatory Requirements

o Ensure full compliance with national legislation, industry standards, and regulatory
frameworks:

o

Care Quality Commission (CQC) Regulations: Ensure the continuity of care
and service provision in line with CQC’s requirements for regulated activities,
particularly those focusing on safeguarding and service delivery standards for
supported living environments.

Civil Contingencies Act 2004: This Act requires organizations to have business
continuity and emergency preparedness plans in place. Primus Plus Healthcare
will follow the guidance of the Act to ensure the organization can continue to
operate during emergencies, collaborating with local authorities, emergency
services, and other relevant bodies.

Health and Social Care Act 2008: This legislation governs the provision of
social care services. The BCP aligns with these standards to ensure that services
continue safely, with appropriate staff and resources available during a crisis.

UK GDPR: The plan will incorporate measures for the protection and
management of Service Users’ personal data, particularly sensitive health data,
ensuring compliance with data protection regulations during disruptions.

The Supported Accommodation (England) Regulations 2023: The BCP is
designed to ensure that Primus Plus Healthcare remains in compliance with
these regulations, which govern supported accommodation services, focusing
on Service Users’ safety, living arrangements, and service delivery.

Date Created: February, 2026 Review: February, 2027 Person in Charge: Jonas Ayitevie Version: 1.0



1.5 Promote Organizational Resilience

o Build organizational resilience by ensuring Primus Plus Healthcare can maintain
operations despite unexpected challenges:

o Preparedness: The BCP includes clear plans to prepare for a wide range of
emergencies (e.g., natural disasters, pandemics, cyber-attacks) that may disrupt
operations.

o Risk ldentification and Management: Conduct regular risk assessments to
identify vulnerabilities and establish proactive mitigation measures.

o Staff and Resource Flexibility: Ensure that staff members are cross-trained to
perform a variety of roles, which allows for flexibility in responding to staff
shortages or other disruptions. Ensure that key resources, such as backup power
systems or medical supplies, are readily available.

1.6 Protect Financial and Reputational Integrity

« Minimize financial losses and reputational damage by ensuring continuity in service
delivery and meeting contractual obligations:

o Service Delivery Continuity: Ensure that essential services, including
accommodation support and health monitoring, are maintained without
interruption, safeguarding the organization’s financial position and reputation.

o Contractual Obligations: Maintain communication with local commissioners
and other stakeholders to ensure that all contractual obligations are met, even
during a crisis.

o Reputation Management: Preserve the organization’s reputation by maintaining
high standards of care and service, even during disruptions, and by ensuring that
stakeholders are well-informed throughout the crisis.

1.7 Facilitate Swift Recovery

o Ensure efficient recovery processes with clearly defined procedures for returning to
normal operations:

o Recovery Time Objectives (RTO): Define clear timeframes within which key
services, such as accommodation support and health monitoring, must be
restored.

o Recovery Point Objectives (RPO): Ensure that systems for critical data (e.g.,
Service Users’ health records, care plans) are backed up regularly, so that
recovery efforts can restore data with minimal loss.

o Resource Allocation: Ensure that key personnel and resources are allocated
promptly to restore normal service, including staffing, IT systems, and support
services.

2.0 SCOPE

The scope of this Business Continuity Plan (BCP) is comprehensive and encompasses all
critical operations, services, and functions that Primus Plus Healthcare provides to ensure that
they remain operational and effective during any form of disruption, emergency, or crisis. The
BCP covers every aspect of service provision to Service Users in supported living without
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personal care, which includes individuals with learning disabilities, mental health needs, and
autism spectrum conditions. The plan ensures that these services continue to be delivered
safely, effectively, and without compromise to Service Users during emergencies, while
adhering to all relevant UK regulations and industry best practices.

This section of the BCP outlines the business functions covered by the plan, the staff it applies
to, the types of disruptions it addresses, and the people and stakeholders who are impacted
during a crisis.

2.1 Business Functions Covered:

The BCP comprehensively includes the following business functions essential for the
continuous delivery of supported living services:

Care Services:
e Supported Living Without Personal Care:
o Accommodation Support and Supervision:

= Ensure that Service Users have access to safe, secure, and stable living
environments, even during times of crisis. This includes maintaining
their accommodation, ensuring it is hazard-free, and providing
supervision to ensure Service Users’ safety. For Service Users with
complex needs, supervision may also include ensuring they have access
to amenities and helping them engage in social or recreational activities.

= Security and Safety: Ensure that supported living accommodations are
safe, with procedures in place to address potential safety risks (e.qg., fire,
security concerns, or health-related emergencies) during disruptions.

o Health Monitoring and Social Inclusion:

= Although personal care is not provided, Primus Plus Healthcare ensures
ongoing monitoring of Service Users’ health and well-being through
regular check-ins and health assessments. These checks could involve:

= Medication Monitoring: Ensuring that Service Users are
receiving prescribed medications (if applicable) on time, and
access to healthcare services is available for emergencies.

= Mental and Emotional Health Monitoring: Regular assessments
and support services to address mental health needs, especially
for individuals with autism spectrum conditions or mental health
needs.

= Social Inclusion and Community Engagement: Facilitating
Service Users' participation in local community activities, social
programs, and access to support networks to promote
integration, reduce isolation, and improve well-being.

o Emergency Support and Crisis Management:

= Develop and implement crisis management protocols to address urgent
situations, such as health emergencies, behavioural crises, or other
unpredictable events.

Date Created: February, 2026 Review: February, 2027 Person in Charge: Jonas Ayitevie Version: 1.0



= Ensure that Service Users have access to emergency support services,
such as medical attention or behavioural management services, if
required.

Administrative and Support Services:
e Operational Services:

o Human Resources and Staffing: Ensure the continuity of staffing management,
particularly for support roles that help deliver services to Service Users. The
BCP includes strategies for addressing staff shortages, such as:

= Cross-training staff in various roles (e.g., accommodation support,
monitoring health) to ensure flexibility and capability to address
operational needs during a crisis.

= Recruitment and Redeployment: Plan for rapid recruitment of temporary
or agency staff to cover critical positions in case of absenteeism, illness,
or other staffing challenges.

o Finance and Administration:

= Financial Management: Maintain the continuity of all critical financial
functions such as payroll, invoicing, and budgeting. Ensuring financial
stability is critical, especially during disruptions, to maintain the
ongoing provision of services.

=  Communication Systems: Ensure that internal and external
communication systems remain operational, including:

= Emergency Contact Protocols: Maintain a clear, efficient
communication strategy to inform staff, Service Users, families,
and external stakeholders about disruptions and how services are
being adjusted during crises.

= Documentation: Ensure that critical documents, including health
records, care plans, and service contracts, are securely stored and
can be accessed or recovered as needed during emergencies.

IT and Data Systems:
o Data Security and Management:

o Critical IT Systems: Ensure that all essential IT systems (e.g., scheduling,
payroll, health records, communication platforms) are protected and functional,
even during disruptions. Implement backup systems and alternative
communication methods to reduce any system downtime.

o Data Protection and UK GDPR Compliance:

= Ensure Service Users’ data particularly sensitive personal health
information is protected in line with UK GDPR requirements.

= Implement secure data storage and backup systems to protect against
data loss during IT failures or disasters.

= Establish processes for managing data access, ensuring that only
authorized personnel can access Service Users' personal and health
records during disruptions.
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Supply Chain and Procurement:

« Continuity of Essential Supplies and Services:

o

Healthcare and Support Supplies: Ensure the continuity of supply for essential
goods, such as medications (if applicable), medical supplies, cleaning products,
food, and personal protective equipment (PPE), which are required to maintain
safe living environments for Service Users.

Supply Chain Contingency Plans: Develop relationships with multiple suppliers
to ensure that critical resources are available in case of disruptions to the
primary supply chain.

Facilities Management:

e Physical Premises and Infrastructure:

@)

Maintenance of Supported Living Environments: Ensure that the physical
premises, including buildings and accommodations, are safe, secure, and
properly maintained, even during disruptions such as power outages, water
failures, or property damage.

Contingency Planning for Facility Damage:

= Prepare for events like natural disasters or accidents that may damage
supported living accommodations. This could include agreements with
alternative accommodation providers or relocation plans for Service
Users to temporary facilities during major disruptions.

Emergency Preparedness: Implement evacuation procedures and ensure that all
staff and Service Users are familiar with emergency protocols for fire, medical
emergencies, or other urgent situations.

2.2 Staff Covered by the Policy:

The BCP applies to all staff members of Primus Plus Healthcare, ensuring that all roles required
to maintain operations are covered during emergencies. This includes:

Staff Categories:
o Care Staff:

o

Support Staff: These individuals play a crucial role in maintaining the security,
well-being, and social inclusion of Service Users. They will continue to provide
support in accommodation, facilitate access to services, and monitor Service
Users' mental health and well-being, especially during crises.

Health Monitoring and Emergency Support Staff: Although personal care is not
provided, some staff may need to monitor Service Users' health status and
respond to any medical emergencies or behavioural crises.

e Management and Leadership:

o

o

Business Continuity Officer (BCO): The BCO is responsible for overseeing the
BCP’s activation and implementation during emergencies. This role ensures
that the plan is executed and updated as necessary.

Crisis Management Team (CMT): Senior management members and designated
leaders who are responsible for coordinating efforts during an emergency,
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making strategic decisions, and communicating with external stakeholders (e.g.,
local authorities, healthcare providers).

o Administrative and Support Staff:

o HRand Finance Staff: Responsible for continuing human resource management
and financial services during disruptions, ensuring that staffing and financial
operations are supported without delay.

o IT Support Staff: Ensures that data security and IT systems are maintained and
quickly restored after disruptions.

e Temporary and External Staff:

o Agency Staff: Agency workers may be required to support staffing shortages
during crises, ensuring that there are no gaps in accommodation support or
health monitoring.

2.3 People Affected by the BCP:

The BCP considers the impact of disruptions on all parties involved in the service delivery,
particularly Service Users, families, and staff.

Service Users:

e Vulnerable Individuals: Service Users with learning disabilities, mental health needs,
and autism spectrum conditions are a primary focus of this BCP. The plan ensures their
safety and continuity of care even during disruptions, maintaining their independence
and access to necessary services.

Families and Caregivers:

e Communication with Families: Families and caregivers must be kept informed of any
disruption affecting the well-being or accommodation of their loved ones. The BCP
includes procedures to communicate with families about the status of Service Users
during emergencies.

2.4 Stakeholders Affected by the BCP:

The BCP also addresses the needs of external stakeholders, whose involvement is crucial for
ensuring service continuity during disruptions.

Advocates and Legal Representatives:

« Safeguarding and Advocacy: Independent advocates or legal representatives ensure that
Service Users’ rights are upheld during a crisis, and that they are safeguarded against
potential risks during disruptions.

Commissioners:

e Local Health Authorities and Commissioners: The BCP ensures that commissioners of
the supported living service, such as local authorities and funding bodies, are kept
informed of any disruptions, and that contractual obligations are fulfilled despite the
crisis.

Local Authorities:

o Collaboration During Emergencies: Local authorities are critical in ensuring that
essential services are maintained during crises. The BCP outlines coordination with
local authorities for Service User relocation, emergency accommodation, or other
support services as necessary.
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Business Operating Partnerships:

o External Partnerships: Suppliers of medical equipment, food, cleaning products, and
other essential items are key to maintaining supported living services. The BCP ensures
that these supply chain partners are maintained, even during disruptions, to ensure that
essential resources are available.

3.0 STATEMENT OF BUSINESS CONTINUITY PLAN

The Business Continuity Plan (BCP) for Primus Plus Healthcare is strategically designed to
ensure the continued operation of critical services, particularly those related to supported living
services without Personal Care for adults with learning disabilities, mental health needs, and
autism spectrum conditions, during any form of disruption, crisis, or emergency. This BCP
provides a comprehensive, structured, and resilient approach to managing, mitigating, and
recovering from a broad range of potential disruptions, such as severe weather, staffing
shortages, IT failures, or health crises.

The plan includes carefully crafted strategies, procedures, and resources necessary to maintain
the health, safety, and well-being of Service Users, staff, and all other stakeholders during
emergencies. The BCP is in full compliance with the national legislation, industry regulations,
and standards set by key regulatory bodies such as the Care Quality Commission (CQC), the
Civil Contingencies Act 2004, the Health and Social Care Act 2008, UK GDPR, and The
Supported Accommodation (England) Regulations 2023.

The BCP is designed to be dynamic, regularly reviewed, and updated to address new challenges
and incorporate lessons learned from past incidents. It ensures that Primus Plus Healthcare
remains resilient and fully prepared to respond to any crisis, continuing to provide high-quality
supported living services to vulnerable adults without interruption.

3.1 Risk Management

Risk management is a key component of the BCP, and it involves proactively identifying and
assessing potential risks to the operations of Primus Plus Healthcare. These risks may range
from health crises to environmental disruptions, and managing them effectively is essential to
maintaining service continuity.

o Risk Identification: The plan outlines procedures for identifying internal and external
risks, including but not limited to:

o Health Crises: Health-related risks, such as pandemics (e.g., COVID-19), flu
outbreaks, or health complications affecting Service Users and staff. The plan
includes measures for managing infection control, maintaining safety, and
ensuring the continued delivery of essential services.

o Staffing Shortages: Potential disruptions in staffing levels due to illness,
absenteeism, or staff burnout. This section of the plan provides for staff
redeployment, the use of temporary staff, and clear cross-training procedures to
ensure staff can be deployed in various roles.

o Severe Weather Events: Risks posed by extreme weather, such as flooding,
snowstorms, or heatwaves, which may disrupt transportation, access to
facilities, or health services.
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o IT System Failures: Risks posed by system outages, cyberattacks, or
technological disruptions, which could affect key operational functions such as
scheduling, data management, and communication.

o Supply Chain Disruptions: lIdentification of risks related to supply chains,
including disruptions to the availability of essential resources such as
medication, PPE, food, and cleaning supplies.

e Risk Assessment: Each identified risk is assessed in terms of its likelihood and
potential impact on operations, Service Users, and staff. This assessment guides the
development of risk mitigation strategies to reduce the probability of risks occurring
and to minimize their impact when they do occur.

« Mitigation Strategies: The BCP includes proactive measures to mitigate risks, such
as:

o Contingency Staffing Plans: Cross-training staff to perform multiple roles and
implementing strategies for bringing in temporary staff when required.

o Emergency Supplies Stockpiling: Maintaining reserves of essential goods like
medication, food, and PPE to address supply chain disruptions.

o IT System Redundancies: Setting up backup systems, disaster recovery
procedures, and cybersecurity measures to maintain data integrity and
operational continuity during IT-related disruptions.

3.2 Service Continuity

Service continuity ensures that essential care services, particularly for Service Users with
learning disabilities, mental health needs, and autism spectrum conditions, are maintained
during disruptions.

e Accommodation and Supervision: Ensure that supported living accommodations
remain functional and secure, with continuous supervision to maintain safety and well-
being.

e Health and Well-Being Monitoring: Even though personal care is not provided, the
health monitoring of Service Users continues. Regular check-ins, medication
reminders, and access to healthcare services are ensured, even during crises.

o Community Integration: Maintain Service Users' access to community-based services,
activities, and social engagement, ensuring that they do not experience isolation, even
during an emergency.

o Essential Services Continuity:

o Accommodation Support: Ensure the continuity of housing support and
environmental safety.

o Emergency Response: Provide clear guidelines for managing health
emergencies or behavioural crises, including access to medical services and
staff trained to respond to crises.

3.3 Stakeholder Protection

Stakeholder protection involves safeguarding all parties involved in service delivery Service
Users, staff, families, and external stakeholders and ensuring that communication is clear and
timely during disruptions.
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o Service Users: The health and safety of Service Users are the top priority, and the BCP
includes protocols to ensure that their living conditions are maintained, health concerns
are addressed, and they are informed of any changes to their support arrangements.

« Staff Protection: Safeguard the well-being of staff by providing the necessary PPE,
mental health support, and contingency staffing plans during times of crisis or increased
pressure. Also, ensure staff are aware of emergency protocols and incident reporting
procedures.

o Families and Caregivers: Establish communication channels to inform families and
caregivers of any disruptions affecting Service Users, ensuring they have the
information they need and reassurance that their loved ones are being properly cared
for.

o External Stakeholders: Maintain communication with external partners (such as local
authorities, healthcare providers, and suppliers) to ensure collaboration during
disruptions, including coordinating relocation or provision of additional services when
required.

3.4 Recovery and Restoration

The recovery and restoration process defines the procedures for swiftly returning to normal
operations after a disruption. The goal is to restore service delivery in the most efficient way
possible while maintaining the health and safety of Service Users.

e Recovery Time Objectives (RTO): Set specific timelines for the restoration of critical
services, such as accommodation support, health monitoring, and supervision, to ensure
these services are operational within a set timeframe.

« Recovery Point Objectives (RPO): Establish the maximum amount of data loss that is
acceptable during a disruption. This includes ensuring that critical data related to
Service Users' care, medical history, and accommodations are backed up regularly and
can be restored with minimal loss.

o Clear Restoration Procedures: Identify critical recovery tasks and allocate appropriate
resources to ensure the swift restoration of services. This includes:

o Staffing Recovery Plans: Deploying backup staff or temporary workers to
ensure essential roles are filled and that service delivery can continue
seamlessly.

o Facility Restoration: Addressing any damage to the supported living premises,
such as repairs to housing, utilities, and other essential infrastructure.

3.5 Compliance and Monitoring

Compliance is essential for ensuring that Primus Plus Healthcare adheres to all relevant UK
regulations and industry standards, which helps maintain the trust of Service Users, families,
and regulators.

e Regulatory Compliance: Ensure that the BCP aligns with the following key regulations:

o Care Quality Commission (CQC): Compliance with regulations related to the
provision of safe care and support to Service Users during emergencies
(Regulation 12, 15, 17).

o Health and Social Care Act 2008: Ensure that all services, particularly in
supported living environments, continue to meet statutory requirements even
during disruptions.
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o UK GDPR: Ensure that personal data and health records are protected and can
be recovered in case of a data breach or system failure.

o Civil Contingencies Act 2004: Ensure readiness to collaborate with local
authorities and emergency services during emergencies.

o The Supported Accommodation (England) Regulations 2023: Ensure
compliance with standards for supported accommodation services, including
the continuity of care even during crises.

o Continuous Monitoring: Regular audits and reviews of the BCP will be conducted to
ensure its continued effectiveness and relevance. Monitoring will include:

o Incident Reviews: Analyse the success of recovery efforts after any incident and
update the plan accordingly.

o Feedback Mechanisms: Gather input from Service Users, families, and staff to
assess the effectiveness of the BCP and identify areas for improvement.

3.6 Training and Awareness

Training and awareness are critical components to ensuring that staff are equipped to respond
to emergencies and disruptions in a timely and coordinated manner.

e Training Programs: Regular training sessions will be held for all staff members to
ensure they are familiar with the BCP, their specific roles during a disruption, and the
overall response plan.

o Role-Specific Training: Ensure that staff members in key positions, such as care
staff, IT support, and crisis management leaders, receive tailored training on
their responsibilities during emergencies.

o Emergency Drills: Conduct regular drills to test staff preparedness and to
simulate real-world scenarios that may disrupt operations. Drills will focus on
key areas such as evacuation procedures, data recovery, and communication
during a crisis.

o Awareness Campaigns: Periodically refresh staff on the BCP to ensure they remain up-
to-date with any changes to the plan or procedures, reinforcing the importance of
business continuity and crisis response.

4.0 OBJECTIVES

The objectives of this Business Continuity Plan (BCP) for Primus Plus Healthcare are designed
to provide a clear and structured approach to maintaining critical operations, protecting Service
Users, staff, and stakeholders, and ensuring the organization can swiftly respond to and recover
from any disruptions or emergencies. These objectives aim to minimize the impact of
disruptions, safeguard the health and safety of Service Users, and ensure that services continue
without interruption.

The following objectives are aligned with CQC standards, UK legislation, and industry best
practices:

4.1 Ensure Continuity of Essential Services
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e Primary Goal: To ensure the uninterrupted delivery of essential services, particularly
for Service Users with learning disabilities, mental health needs, and autism spectrum
conditions, even during emergencies.

e Accommodation Support: Maintain continuity of safe, secure, and suitable
accommodation for Service Users, ensuring they continue to have access to safe living
environments regardless of the nature of the disruption.

« Health Monitoring: While personal care services are not provided, it is essential that
health monitoring services continue during disruptions, including:

o Medication management (if applicable).
o Access to healthcare services for any health-related needs.

o Behavioural monitoring for individuals with mental health or autism spectrum
conditions, ensuring that any changes in health or behavior are quickly
identified and addressed.

e Social Inclusion and Community Engagement: Ensure that Service Users maintain
access to community activities, support services, and social engagement, thus
preventing isolation and promoting mental well-being. This also includes ensuring
Service Users can continue accessing necessary community-based resources during
disruptions, such as day services or recreational activities.

e Supervision and Safety: Safeguard Service Users’ safety through continued
supervision, ensuring that all care plans and support needs are met even when staff
resources are limited.

4.2 Protect the Health, Safety, and Well-being of Service Users and Staff

e Service User Protection: The safety of Service Users is the top priority during
disruptions. The BCP ensures that:

o Health and well-being are continuously monitored, and necessary interventions
are available.

o Emergency response protocols are in place for addressing any health crises or
behavioural emergencies.

o Crisis intervention services are available if needed, ensuring Service Users have
access to professional support during times of acute distress or need.

« Staff Protection: Protect the well-being and safety of all staff during emergencies by:

o Providing personal protective equipment (PPE) during health crises (e.g.,
COVID-19).

o Ensuring mental health support is available for staff dealing with stress or
trauma during crises, ensuring they are fit to provide services.

o Staff Training: Ensure staff are trained on emergency procedures, such as
evacuation protocols, use of PPE, and managing crises related to health or
behavioural emergencies.

o Family and Caregiver Communication: Ensure families and caregivers are kept
informed of any disruptions that impact Service Users' care. Provide clear channels for
families to reach out for information and reassurance regarding their loved ones’ well-
being.
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4.3 Minimize Operational and Financial Impact

« Minimize Disruption to Core Functions: Identify and prioritize critical functions that
must continue during a crisis, including:

o Supervision of Service Users in their living environments.
o Health monitoring services.
o Communication between staff, families, and other stakeholders.

« Operational Resilience: Develop strategies to ensure that operational functions, such as
staffing, IT systems, and facilities management, remain operational during a crisis:

o IT System Redundancy: Ensure backup systems and disaster recovery plans are
in place to prevent the loss of critical data and communication tools.

o Alternative Staffing Arrangements: Use temporary staffing, agency workers,
and cross-training to ensure that critical staffing levels are maintained during
disruptions.

« Financial Continuity: Develop contingency plans to address financial risks, such as:
o Financial loss due to reduced service delivery.

o Budgeting for crises, including additional costs for emergency staffing,
supplies, and operational disruptions.

o Ensure that key financial processes (e.g., payroll, invoicing) continue smoothly,
ensuring staff and suppliers are paid promptly, even during crises.

4.4 Recovery and Restoration

e Recovery Time Objectives (RTO): Set clear timelines for restoring critical services
after a disruption. Key services include:

o Accommodation support and supervision of Service Users.

o Health monitoring services, including medication management and access to
healthcare professionals.

e Recovery Point Objectives (RPO): Establish maximum tolerances for data loss,
ensuring that vital health and personal data is regularly backed up and can be restored
with minimal loss during IT system disruptions.

« Rapid Restoration of Services: Define procedures for the swift recovery of operations,
including:

o Staffing arrangements to resume normal care levels.

o Re-establishing communication systems (internal communication with staff,
external communication with families and regulators).

o Resuming facility management and maintaining a safe environment for Service
Users.

4.5 Compliance and Monitoring

o Ensure Full Compliance with Legal and Regulatory Requirements: The BCP ensures
that Primus Plus Healthcare adheres to all relevant legislation, including:

13
Date Created: February, 2026 Review: February, 2027 Person in Charge: Jonas Ayitevie Version: 1.0



o Care Quality Commission (CQC) Regulations: Ensure the continuity of safe
care and treatment for Service Users as per CQC’s Regulation 12: Safe Care
and Treatment and Regulation 15: Premises and Equipment.

o Civil Contingencies Act 2004: Ensure the business continuity planning aligns
with national resilience standards, collaborating with local authorities and
emergency services to ensure that essential services are delivered even during
emergencies.

o Health and Social Care Act 2008: Ensure the delivery of regulated activities,
including supported living services, continue to meet safe and effective care
standards during emergencies.

o UK GDPR: Safeguard personal data, particularly health information, ensuring
it is protected and can be recovered in compliance with data protection laws
during IT disruptions.

o The Supported Accommodation (England) Regulations 2023: Ensure continued
compliance with these regulations, which govern supported accommodation
and care for adults with complex needs, ensuring continuity of care during
crises.

o Continuous Monitoring and Review: Regularly audit and test the BCP to ensure its
effectiveness:

o Incident Reviews: After every disruption, conduct reviews to analyse the
impact, evaluate the effectiveness of the response, and identify areas for
improvement.

o BCP Testing: Regularly test the BCP using drills and simulations to ensure that
it remains effective and up-to-date in addressing emerging risks.

4.6 Training and Awareness

« Staff Training: Ensure all staff are trained to effectively implement the BCP during an
emergency. This includes:

o Role-specific training: Tailored training for staff in key positions such as care
workers, administrative support, and management to ensure they know their
responsibilities during a crisis.

o Cross-training staff to perform multiple roles, ensuring flexibility in staffing
during emergencies.

o Emergency Drills and Simulations: Conduct regular drills and table-top
exercises to simulate real-life scenarios, ensuring staff are familiar with the BCP
and can act swiftly and effectively during a disruption.

e Ongoing Awareness and Communication: Provide regular updates to all staff members
about the BCP to reinforce its importance and ensure they remain familiar with
emergency procedures.

o Recurrent BCP Reviews: Staff will be periodically updated on any changes to
the plan, including new procedures, resources, or guidelines.
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5.0 COMPLIANCE

Compliance is a fundamental component of the Business Continuity Plan (BCP) for Primus
plus Healthcare. This section ensures that the organization adheres to all relevant legal,
regulatory, and industry standards, maintaining high standards of care and operational
effectiveness during emergencies or disruptions. Compliance with these regulations is crucial
to safeguarding the well-being of Service Users, ensuring that the quality of services is
maintained, and protecting Primus Plus Healthcare from legal, financial, and reputational risks
during crises.

The BCP for Primus Plus Healthcare is fully aligned with the following key regulations,
standards, and legislative frameworks:

5.1 Care Quality Commission (CQC) Regulations

Primus Plus Healthcare is committed to meeting all the regulatory standards set by the Care
Quality Commission (CQC). The CQC is responsible for regulating and inspecting health and
social care services to ensure that care is safe, effective, compassionate, and well-led. The BCP
ensures that during disruptions or crises, the organization continues to meet these requirements,
especially for supported living services without personal care for adults with learning
disabilities, mental health needs, and autism spectrum conditions.

e Regulation 12: Safe Care and Treatment:

o The BCP ensures that Service Users continue to receive safe care and support
during emergencies. This includes:

= Maintaining a safe living environment and ensuring that Service Users'
needs are met without delays.

= Ensuring access to health monitoring services and emergency care if
required, and that services provided are safe.

= Implementing infection control measures to prevent the spread of
illnesses during health crises (e.g., COVID-19).

« Regulation 15: Premises and Equipment:

o The BCP ensures that the physical premises where Service Users reside remain
operational and safe during disruptions. This includes:

= Ensuring the security and safety of buildings, including measures for fire
safety, emergency exits, and building accessibility.

= Developing contingency plans for relocation if the primary
accommodation becomes unsafe due to events such as natural disasters
or infrastructure failures.

e Regulation 17: Good Governance:

o The BCP is designed to ensure that Primus Plus Healthcare continues to operate
under good governance during emergencies. This includes:

= Maintaining effective leadership through the Business Continuity
Officer (BCO) and the Crisis Management Team (CMT).

= Clear roles and responsibilities for staff to manage operations during
disruptions, with contingency plans for staffing and resource allocation.
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= Ensuring clear communication with Service Users, families, staff, and
external stakeholders, and maintaining regular monitoring and auditing
of operations during disruptions.

e Regulation 18: Staffing:

o The BCP ensures that staffing levels are maintained during emergencies,
particularly for care supervision, health monitoring, and community integration
activities for Service Users. The BCP includes:

= Staffing contingency plans: Cross-training staff and having access to
agency workers or temporary staff to ensure all critical services continue
during a crisis.

= Ensuring that staff are adequately trained on emergency procedures,
with regular drills and ongoing training to maintain readiness.

e Regulation 20: Duty of Candour:

o The BCP ensures that Primus Plus Healthcare adheres to the Duty of Candour
regulations by maintaining transparency with Service Users, their families, and
regulators during a crisis or disruption. This includes:

= Informing families about any incidents affecting Service Users,
particularly if their health or care has been compromised during the
disruption.

= Notifying the CQC of any significant events or failures in service
delivery and working collaboratively with regulatory bodies to resolve
issues.

5.2 The Civil Contingencies Act 2004

The Civil Contingencies Act 2004 requires that public services, including health and social
care providers, have robust contingency plans in place to respond to emergencies and maintain
service delivery. The BCP is aligned with this Act to ensure Primus Plus Healthcare is prepared
for a range of emergencies that could disrupt service provision.

o Risk Assessment and Emergency Planning:

o Primus Plus Healthcare conducts regular risk assessments to identify potential
emergencies, including natural disasters, health crises, cyber-attacks, and
staffing shortages. The BCP includes detailed response plans for each identified
risk to minimize the impact on service delivery.

« Cooperation with Local Authorities and Emergency Services:

o The BCP includes procedures for collaborating with local authorities,
emergency services, and other care providers during a crisis. This cooperation
ensures the availability of alternative resources and support when needed.

e Business Continuity Arrangements:

o Primus Plus Healthcare ensures that essential services, such as accommodation
support and health monitoring, continue to function during disruptions. The
BCP outlines procedures for service restoration and resource allocation during
emergencies.
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5.3 Health and Social Care Act 2008

The Health and Social Care Act 2008 outlines the standards for the provision of care services,
including those in supported living environments. The BCP ensures that Primus Plus
Healthcare continues to meet the Regulated Activities requirements under this Act, particularly
when it comes to providing safe, effective, and compassionate services during emergencies.

e Service Delivery Continuity:

o The BCP includes measures to ensure the continuity of care during crises, with
a focus on health monitoring, supervision, and ensuring Service Users’ well-
being and safety at all times.

o Regulated Activities:

o The BCP ensures compliance with the Regulated Activities Regulations,
including those that ensure safe and effective support in accommodation and
health monitoring in supported living settings.

5.4 UK GDPR (General Data Protection Regulation)

The UK General Data Protection Regulation (GDPR) governs the protection of personal and
sensitive data, particularly health-related information. The BCP ensures that all personal and
health data of Service Users are properly protected during a disruption.

o Data Security and Confidentiality:

o The BCP includes robust cybersecurity measures to protect Service Users’ data
from unauthorized access during IT system failures or cyber-attacks.

o Data Backup and Recovery: Critical data, including health records and personal
information, are regularly backed up and can be restored quickly after a
disruption to ensure that Service Users’ care is not impacted.

o Data Protection during Disruptions:

o The BCP ensures that any data breaches or security incidents are promptly
reported and that mitigation strategies are employed to prevent further
unauthorized access.

5.5 The Supported Accommodation (England) Regulations 2023

The Supported Accommodation (England) Regulations 2023 govern the operation of supported
accommodation services, ensuring that care and support continue to be provided safely during
a disruption. The BCP ensures that Primus Plus Healthcare remains fully compliant with these
regulations.

e Accommodation Support Continuity:

o The BCP ensures that accommodation support for Service Users remains
uninterrupted, including ensuring that the living environment is safe and
operational during any crisis.

e Service User Safeguarding:

o The BCP includes measures for safeguarding vulnerable adults, ensuring that
appropriate supervision is provided and that Service Users are not exposed to
unnecessary risks during a crisis.
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5.6 Continuous Monitoring and Auditing Compliance

Compliance with all relevant regulations is a continuous process. The BCP ensures that Primus
Plus Healthcare adheres to the standards set by the CQC and other regulatory bodies by
including ongoing compliance and monitoring mechanisms.

e Internal Audits: Regular audits are conducted to assess the effectiveness of the BCP,
particularly in relation to the CQC regulations and other legal requirements. These
audits ensure that any gaps in compliance are identified and addressed promptly.

e Incident Reporting and Review: The BCP includes procedures for documenting and
reviewing any incidents or failures in service delivery that occur during a disruption,
ensuring that these incidents are communicated to the CQC and other relevant
authorities as required.

o Stakeholder Engagement: The BCP includes regular communication with stakeholders,
including families, regulators, and commissioners, to ensure transparency and
accountability during disruptions and crisis recovery.

6.0 IMPACT ASSESSMENT

The Impact Assessment in this Business Continuity Plan (BCP) for Primus Plus Healthcare is
designed to identify, evaluate, and mitigate the potential effects of disruptions on critical
services, Service Users, staff, and other stakeholders. By identifying key risks and evaluating
their impact, Primus Plus Healthcare can develop targeted strategies to ensure essential services
continue during any crisis or emergency. This assessment aligns with CQC regulations and
other relevant UK legislation to maintain the safety, well-being, and care of Service Users and
staff.

The Impact Assessment evaluates the potential impact of various disruptions on the
organization’s operations and key services, ensuring that any interruptions in service delivery
are minimized and that appropriate recovery plans are implemented to restore full service as
swiftly as possible.

6.1 Identifying Critical Services and Functions

The first step in the Impact Assessment process is identifying the critical services that Primus
Plus Healthcare provides and must continue during any crisis. These services are crucial to the
well-being of Service Users and the smooth functioning of the organization.

Key Critical Services:
e Supported Living Services Without Personal Care:

o Accommodation Support: Ensuring that Service Users have access to safe,
secure, and stable living accommodations. This service is essential, as it ensures
that Service Users have a safe environment where they can live independently
with appropriate supervision and care.

o Supervision and Safety: The supervision of Service Users to ensure their safety
and well-being, especially for individuals with learning disabilities, mental
health needs, or autism spectrum conditions, who may be more vulnerable in
crisis situations.

o Health Monitoring: While personal care (e.g., assistance with bathing or
dressing) is not provided, health monitoring is a critical function to ensure that
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Service Users remain well, particularly for those with complex health or
behavioural needs.

o Emergency Support and Crisis Management: Providing access to emergency
health services or behavioural support for Service Users who experience a crisis
or sudden health issue. Ensuring that staff are trained and equipped to manage
these situations.

Community Engagement and Social Support:

o Social Inclusion: Ensuring that Service Users can continue to participate in
social activities, community-based services, and other aspects of community
life, thus reducing the risk of isolation and promoting mental health.

o Access to Support Networks: Ensuring that Service Users continue to have
access to their existing support networks, including social workers, advocates,
and other healthcare providers.

Operational Support Services:

Human Resources: Ensuring the organization has the necessary staffing to provide
critical care services. The BCP identifies strategies to manage staffing shortages or
redeployment during disruptions, ensuring adequate coverage.

Communication Systems: Maintaining reliable communication systems for internal
coordination, as well as external communication with Service Users, families, and other
stakeholders during disruptions.

IT and Data Management: Ensuring that data systems critical to care delivery, such as
health records and scheduling systems, remain operational and recoverable during a
disruption.

6.2 Risk Identification and Impact Analysis

In the Impact Assessment, potential risks are identified, and their impact on critical services is
assessed. These risks are categorized based on their likelihood and the severity of their potential
impact on operations, Service Users, and staff.

Types of Risks:

Health Crises and Pandemics (e.g., COVID-19):

o Impact on Service Users: Increased risk of illness or exposure to infectious
diseases. For example, disruptions in health monitoring services or reduced
access to medical care could negatively affect Service Users, particularly those
with complex health needs.

o Impact on Staffing: High absenteeism rates due to illness or quarantine
measures could result in staffing shortages, which may affect the ability to
provide necessary supervision or support for Service Users.

Staffing Shortages or Iliness:

o Impact on Service Delivery: A shortage of qualified staff could lead to service
interruptions, particularly in essential areas such as supervision,
accommodation support, and health monitoring.

o Impact on Staff Well-Being: Prolonged periods of high demand or stress could
lead to burnout, further exacerbating staffing shortages and negatively
impacting the care environment.
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Severe Weather and Environmental Disruptions:

o

Impact on Service Users: Extreme weather events, such as floods or
snowstorms, can disrupt access to facilities, prevent Service Users from
attending social or health-related activities, and increase risks to safety in the
living environment.

Impact on Staff: Staff may be unable to travel to work, affecting staffing levels
and the continuity of care.

IT System Failures or Cybersecurity Risks:

o

Impact on Service Delivery: An IT failure could compromise the scheduling of
services, access to health records, and communication systems, which are
essential for providing appropriate support to Service Users.

Data Breach Risk: Unauthorized access to Service Users’ personal or health
data could occur during cybersecurity incidents, leading to potential violations
of data protection regulations and damage to the organization’s reputation.

Supply Chain Disruptions:

@)

Impact on Care Delivery: The availability of critical supplies such as
medication, food, PPE, and cleaning products may be disrupted, affecting the
organization’s ability to maintain safe living environments for Service Users.

Impact on Facilities: Shortages of materials for facility maintenance or safety
equipment (e.g., fire extinguishers, smoke detectors) may undermine the safety
of living environments.

6.3 Business Impact Analysis (BIA)

The Business Impact Analysis (BIA) is conducted to assess the potential effects of the
identified risks and their severity on the continuity of critical services. This analysis helps
determine the most important functions that need to be prioritized during recovery efforts.

Key Components of BIA:

Service Continuity Priorities:

@)

@)

Supervision and Safety of Service Users: The highest priority during any crisis
is ensuring the safety and well-being of Service Users. This includes
maintaining supervision and providing any necessary emergency support
Services.

Accommodation Stability: Ensuring that Service Users’ living arrangements
remain secure and accessible without disruption, especially if a facility or
accommodation is affected by a crisis.

Financial Impact Evaluation:

o

Operational Costs: The BIA evaluates the financial impact of each identified
risk, including additional costs incurred by hiring temporary staff, procuring
emergency supplies, or relocating Service Users.

Revenue Loss: It also evaluates the potential loss of revenue if the disruption
affects contracted services or the ability to bill for services rendered during a
crisis.
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o Reputational Impact:

o The BIA considers the reputational consequences of service disruptions,
especially those that affect the trust families, commissioners, and regulators
place in Primus Plus Healthcare. It is vital that Primus Plus Healthcare maintains
transparency and clear communication during crises to mitigate any reputational
damage.

6.4 Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO)

The RTO and RPO are critical components of the BCP, ensuring that key services are restored
within an acceptable timeframe and with minimal data loss during disruptions.

Recovery Time Objectives (RTO):

e Accommodation and Supervision Services: These services are essential to the health
and safety of Service Users and must be restored as quickly as possible. The RTO for
accommodation support is set at 4 hours/days, depending on the severity of the
disruption.

o Health Monitoring and Emergency Support: Health monitoring services, including
access to medical care and medication management, are prioritized for restoration
within 4 hours/days to ensure Service Users' well-being.

Recovery Point Objectives (RPO):

o Data Integrity: Ensuring that health data, care records, and personal information of
Service Users are backed up regularly and can be restored quickly with minimal data
loss. The RPO is set to ensure that critical data is not lost during a disruption, with a
backup frequency of 4 hours/days.

6.5 Developing Recovery Strategies

Based on the findings from the Impact Assessment, Primus Plus Healthcare will develop
recovery strategies for critical services. These strategies are focused on minimizing service
interruptions and ensuring that Service Users continue to receive the support they need during
crises.

« Staffing and Resource Deployment:

o Cross-training staff to handle multiple roles ensures flexibility in staffing during
emergencies. For example, care staff might be trained to support emergency
response or oversee health monitoring.

o Recruitment and Agency Staffing: In the event of prolonged staff shortages,
temporary staff or agency workers will be brought in to ensure services
continue.

« Facility and Accommodation Recovery:

o Evacuation Plans: If the supported living premises are compromised, Service
Users will be relocated to alternative accommodations, with support from local
authorities or other providers.

o Infrastructure Repairs: Any physical damage to buildings will be addressed
promptly through pre-arranged contracts with contractors for emergency
repairs.
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o Dataand IT System Recovery:

o The BCP includes specific protocols for data recovery, including the use of
cloud storage, encrypted backups, and remote data access to ensure that critical
IT systems are restored quickly.

e Supply Chain Continuity:

o Backup Suppliers: Agreements with alternative suppliers for critical goods will
ensure that Service Users continue to receive food, medication, and necessary
supplies during disruptions.

6.6 Post-Incident Review and Evaluation

After a disruption or crisis, Primus Plus Healthcare will conduct a post-incident review to
evaluate the response and recovery efforts. This review will assess the effectiveness of the
Impact Assessment and recovery strategies, helping to identify lessons learned and improve
the BCP for future crises.

« Incident Evaluation:

o Review how well the BCP was executed and whether critical services were
restored within the designated RTO and RPO.

o Assess whether Service Users received appropriate care during the disruption,
including monitoring their emotional and physical well-being.

o Feedback Collection:

o Collect feedback from Service Users, families, staff, and external stakeholders
to evaluate the response to the disruption and identify areas for improvement in
the BCP.

e BCP Updates:

o Incorporate lessons learned into the BCP to address any gaps identified during
the review process and to ensure Primus Plus Healthcare is better prepared for
future disruptions.

7.0 RISK ASSESSMENT

The Risk Assessment is a foundational component of the Business Continuity Plan (BCP) for
Primus Plus Healthcare, ensuring that all potential risks are identified, assessed, and
appropriately managed to ensure service continuity during crises or disruptions. This
assessment is integral to maintaining the health and safety of Service Users while enabling
Primus Plus Healthcare to continue providing essential supported living services.

The Risk Assessment is comprehensive, considering a range of internal and external risks that
could impact operations, staff, and Service Users. These risks are analysed based on their
likelihood, severity, and potential impact on critical services, with a focus on maintaining
service delivery for adults with learning disabilities, mental health needs, and autism spectrum
conditions. The mitigation strategies listed below aim to reduce the potential impact of these
risks, ensuring that operations can continue smoothly in the face of challenges.
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7.1 Severe Weather
Risk ldentification:

o Severe weather events such as floods, snowstorms, heatwaves, and strong winds present
a significant risk to the continuity of services provided by Primus Plus Healthcare,
especially in terms of:

o Access to facilities: Extreme weather can block roads or disrupt public
transportation, making it difficult for staff to reach the supported living
accommodations or for Service Users to attend necessary appointments or
activities.

o Physical infrastructure: Weather events such as floods or strong winds can
damage the premises, impacting the safety and well-being of Service Users and
staff.

Impact on Operations:

o Disrupted Service Delivery: Severe weather may prevent staff from reaching the
accommodation facilities, leading to potential gaps in supervision or failure to provide
necessary support to Service Users.

« Isolation of Service Users: Service Users, especially those with mobility impairments
or mental health conditions, could face significant isolation if they are unable to access
community services or social activities.

o Damage to Physical Premises: Property damage, such as flooding, roof damage, or loss
of utilities (e.g., electricity or water), can make facilities unsafe for Service Users.

Mitigation Strategies:

« Weather Monitoring Systems: Utilize weather alerts and local forecasting systems to
monitor and prepare for severe weather events.

« Staff Redundancy Plans: Implement contingency staffing arrangements, including the
use of temporary staff or agency workers to cover shifts in case of staff absenteeism
due to weather-related issues.

o Backup Systems: Ensure backup power supplies (e.g., generators) and contingency
accommodation plans in case of building damage or displacement due to weather
events.

o Communication and Transportation Plans: Establish clear communication strategies
with staff to ensure that everyone is aware of travel restrictions and emergency
protocols during severe weather events.

7.2 Flu Outbreaks or Pandemics
Risk Identification:

e Flu outbreaks or pandemics, such as COVID-19, represent significant risks to both
Service Users and staff, particularly given the vulnerability of those with learning
disabilities, mental health conditions, and autism spectrum conditions.

o Service Users are more susceptible to complications from infectious diseases
due to underlying health conditions, and staffing shortages may occur if workers
become ill or need to quarantine.
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Impact on Operations:

e Increased Risk of Illness: Service Users in supported living environments may face
higher risks of contracting flu or other viruses, especially when there are delays in
monitoring health or distributing necessary medications.

« Staffing Shortages: A flu outbreak or pandemic could lead to widespread staff illness,
reducing the workforce’s ability to provide supervision, accommodation support, and
health monitoring for Service Users.

« Disruption to Service Delivery: If staff are unable to attend work, critical functions such
as health monitoring or community integration may be interrupted, leading to potential
neglect or isolation of Service Users.

Mitigation Strategies:

o Health Protocols: Implement strict infection control protocols such as the use of
personal protective equipment (PPE), frequent sanitation of facilities, and isolation
procedures for affected Service Users.

« Remote Monitoring and Support: Use telehealth or virtual meetings for ongoing health
monitoring, emotional support, and family engagement during periods of isolation.

« Staff Contingency Planning: Maintain a pool of agency staff or temporary workers who
can be called upon in case of staff shortages during a flu outbreak or pandemic.

« Training and Awareness: Regularly update staff training on managing health crises,
including proper use of PPE, and how to respond to an outbreak of illness in a supported
living environment.

7.3 Utility Failures (Gas, Water, or Electricity)
Risk Identification:

« Utility failures (such as gas, water, or electricity) pose a significant risk to the safe and
effective operation of supported living services.

o Electricity failure could disrupt lighting, medical equipment, heating systems,
and communication systems.

o Water supply failure can affect hygiene, food preparation, and medical services.

o Gas failure could disrupt heating, which is critical for maintaining comfortable
living conditions for Service Users, especially those with mental health
conditions or autism spectrum disorders.

Impact on Operations:

« Disruption of Essential Services: Without electricity or water, it becomes impossible to
maintain basic daily operations, including meal preparation, sanitation, and safe living
environments.

o Health and Safety Risks: Prolonged power or water outages could lead to health risks
for Service Users, including hygiene issues, unsafe living conditions, or exposure to
extreme temperatures.

o Operational Delays: Staff may not be able to perform their roles effectively if utilities
are not functioning, which could disrupt service delivery.

24
Date Created: February, 2026 Review: February, 2027 Person in Charge: Jonas Ayitevie Version: 1.0



Mitigation Strategies:

o Backup Power Systems: Install generators or backup power systems to maintain
lighting, heating, and essential equipment during electricity outages.

o Alternative Water Supply Plans: Keep an emergency supply of water on hand for
drinking, cooking, and sanitation during water outages.

o Emergency Protocols: Develop emergency procedures for maintaining the safety of
Service Users during utility failures, such as relocating them to facilities with reliable
utilities.

7.4 1T System Failures and Cyber Attacks
Risk Identification:

o IT system failures or cyber-attacks can severely disrupt the operations of Primus Plus
Healthcare by compromising communication systems, scheduling, and data
management.

o Health records, staff schedules, and communication platforms are all critical
systems that rely on secure IT infrastructure.

Impact on Operations:

o Disrupted Service Delivery: If critical systems, such as care planning tools, health
monitoring databases, or communication networks, fail, Service Users may not receive
appropriate support, and staff may struggle to coordinate care.

o Data Breaches: Cybersecurity incidents may lead to unauthorized access to Service
Users’ personal and health information, resulting in a breach of trust and potential
regulatory violations under UK GDPR.

Mitigation Strategies:

o Regular Backups: Implement regular backups of all critical data to secure cloud storage
or offsite servers, ensuring data integrity and recovery in case of IT failures.

o Cybersecurity Measures: Use encryption, firewalls, and secure access protocols to
protect systems from cyber threats. Regularly update software and conduct penetration
testing.

o Disaster Recovery Plans: Establish a disaster recovery plan to restore critical IT
systems, ensuring continuity of operations with minimal data loss and service
disruption.

7.5 Staffing Shortages
Risk Identification:

o Staffing shortages can occur due to a variety of reasons, including illness, vacancies,
employee burnout, or increased demand for care services during peak times.

o Staffing shortages are particularly challenging in supported living
environments, where continuous supervision and support are essential for
Service Users’ safety.
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Impact on Operations:

« Disruption to Care Services: If staff are unavailable, Service Users may not receive the
necessary supervision, support, or health monitoring. This can lead to neglect, unsafe
living conditions, or reduced access to services.

« Staff Burnout: Overburdening remaining staff can lead to burnout, affecting their ability
to provide care and support effectively.

Mitigation Strategies:

o Flexible Staffing Plans: Implement cross-training programs so that staff can perform
multiple roles in case of shortages, including using temporary or agency staff when
needed.

o Employee Support Programs: Offer wellness and support programs for staff to reduce
burnout, including mental health support, stress management, and flexible work hours.

7.6 Financial Instability
Risk Identification:

o Financial instability may arise from budget cuts, reduced funding, or unexpected
expenses. Financial pressures could jeopardize the continuity of care for Service Users
and affect the ability to maintain the quality of services.

Impact on Operations:

« Disruption to Service Delivery: Limited funding may result in delays or reductions in
services, especially in areas like staffing, accommodation maintenance, or supply
procurement.

o Contractual Breaches: Financial instability could lead to an inability to meet contractual
obligations with commissioners or service providers.

Mitigation Strategies:

« Emergency Financial Reserves: Establish financial reserves to manage cash flow and
cover unplanned expenses during times of financial instability.

« Diversified Revenue Streams: Seek alternative funding sources, such as partnerships
with local authorities, charitable organizations, or government grants.

7.7 Supplier Failure
Risk ldentification:

o Supplier failure can disrupt access to essential supplies, such as medications, food, PPE,
and cleaning products, which are critical to maintaining a safe and healthy living
environment for Service Users.

Impact on Operations:

« Service Disruption: A failure to receive critical supplies could lead to delays in care,
potentially exposing Service Users to health risks or reducing the overall quality of
service provided.

Mitigation Strategies:

o Backup Suppliers: Establish relationships with secondary suppliers and ensure that
alternative sourcing options are available if the primary supplier fails.
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« Inventory Management: Keep a reserve supply of essential items like medications, PPE,
and cleaning products to mitigate short-term supply disruptions.

7.8 Building Damage or Evacuation Needs
Risk Identification:

o Building damage due to natural disasters, fires, or accidents could compromise the
safety of Service Users and disrupt accommodation and service delivery.

Impact on Operations:

« Service Disruption: If facilities are damaged or unsafe, Service Users may need to be
evacuated or relocated to temporary accommodations.

o Health and Safety Risk: Damage to building infrastructure, including utilities, could
expose Service Users to safety risks.

Mitigation Strategies:

« Evacuation Procedures: Develop and regularly test evacuation plans for Service Users
in case of emergencies, including transportation arrangements and backup facilities for
temporary accommodation.

e Building Maintenance and Safety Checks: Conduct regular safety inspections to
identify and address potential hazards before they lead to significant damage.

7.9 Assessment of Impact: Prioritization of Essential Services

To ensure that disruptions do not affect the health and safety of Service Users, the BCP outlines
a prioritization of essential services:

o Accommodation Support and Supervision: The highest priority service is ensuring that
Service Users remain in safe and secure accommaodations, with continuous supervision.
These services should be restored immediately in the event of a disruption.

o Health and Medication Management: Ensuring that health monitoring and medication
administration continue seamlessly is critical to safeguarding the well-being of Service
Users.

o Emergency Response: The ability to respond to any emergency situations, including
medical crises, behavioural emergencies, or facility damage, is the highest priority to
protect Service Users’ safety.

8. ESSENTIAL SERVICES

The Essential Services section of the Business Continuity Plan (BCP) ensures that Primus Plus
Healthcare can continue providing critical services to Service Users during disruptions, crises,
or emergencies. These services are crucial to the health, well-being, and safety of Service
Users, especially those with learning disabilities, mental health needs, and autism spectrum
conditions, who may have complex needs that require consistent support and supervision. The
BCP outlines a clear strategy for maintaining these services and minimizing any disruptions
that could impact Service Users' care.

This section is focused on:
o Prioritization of essential services.
e Ensuring continuity of care and support.
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o Safeguarding the health and safety of Service Users.
o Maintaining compliance with CQC standards and relevant UK regulations.
8.1 Key Essential Services to Prioritize

To maintain the highest standards of care, the BCP identifies and prioritizes the services that
are most critical to the operation of Primus Plus Healthcare during any crisis. These services
ensure that Service Users remain safe, well-supported, and secure, even during emergencies.

Accommodation Support and Supervision:
e Critical Function:

o Accommodation is the foundation of supported living services. The BCP
ensures that Service Users continue to have access to safe, secure, and stable
housing, with ongoing supervision to guarantee their safety, health, and well-
being.

o Supervision is critical to ensure that Service Users, especially those with autism
spectrum conditions or mental health needs, have consistent support to meet
daily living needs and navigate the environment safely.

e Impact of Disruption:

o Disruption to accommodation support can result in Service Users being at risk
of harm or experiencing emotional distress due to uncertainty or changes in their
environment.

o Lack of supervision can expose Service Users to risks such as falls, behavioural
crises, self-harm, or medical emergencies.

o Mitigation Strategies:

o Contingency Plans for Accommodation: Establish agreements with alternative
accommodation providers or backup facilities in case primary accommodation
becomes uninhabitable or unsafe.

o Emergency Supervision Plans: Create staffing flexibility to deploy extra staff
when supervision levels are at risk of being compromised, including the use of
agency workers or cross-trained staff to ensure adequate supervision.

Health and Medication Management:
e Critical Function:

o While personal care is not provided, health monitoring and medication
management are essential functions that Primus Plus Healthcare must maintain.
This includes managing medication schedules, coordinating healthcare
appointments, monitoring any health conditions, and intervening when health
emergencies arise.

o For Service Users with mental health or autism spectrum conditions, the health
monitoring process also involves ensuring that emotional and behavioural needs
are met, and that any signs of distress or deterioration are addressed promptly.

« Impact of Disruption:

o Disruptions to medication management could result in severe consequences for
Service Users, such as medication errors, missed doses, or complications from
incorrect medication handling.
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o Afailure in health monitoring could lead to undetected changes in health status,
leading to worsening conditions or delayed treatment.

« Mitigation Strategies:

o Health Protocols and Medication Reminders: Implement robust medication
management systems, such as electronic reminders or medication tracking, to
ensure that Service Users receive their prescribed medications on time.

o Emergency Health Plans: Develop clear protocols for health emergencies,
including guidelines on how to handle medical crises, behavioural incidents,
and how to quickly contact healthcare professionals if needed.

o Health Monitoring and Telehealth: In the event of a crisis, utilize telemedicine
or remote health monitoring systems to keep track of Service Users’ health
remotely, reducing the need for in-person visits where possible.

Social Support and Community Integration:
e Critical Function:

o Social and community engagement is a vital aspect of supported living services.
Primus Plus Healthcare ensures that Service Users continue to engage with their
local communities and have access to social activities, mental health support,
and resources that enhance their quality of life.

o Community activities and social support help reduce isolation and improve the
mental health of Service Users, especially for those with autism spectrum
conditions or mental health needs.

e Impact of Disruption:

o Disruptions to social and community activities could lead to Service Users
experiencing isolation, loneliness, and a deterioration in mental health.,

o The lack of access to social networks or community resources could hinder
Service Users’ ability to maintain their independence and well-being.

« Mitigation Strategies:

o Virtual Engagement: Where in-person activities are not possible, develop
virtual social activities, including online games, video calls, and virtual group
sessions.

o Community Liaison Teams: Maintain close ties with local community
organizations and external service providers to ensure that Service Users can
continue participating in social activities during emergencies.

Communication and Coordination:
e Critical Function:

o Effective communication is essential for coordinating care services and
ensuring that all stakeholders (staff, families, local authorities, healthcare
providers) are informed about the status of Service Users during a disruption.

o This function ensures that the correct information is shared promptly to allow
for effective decision-making and timely responses to emergencies.
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e Impact of Disruption:

o Communication breakdowns during a crisis can lead to delays in decision-
making, confusion among staff, or failure to inform families and regulators
about key developments in Service Users’ care.

o Lack of communication systems could disrupt critical care coordination,
resulting in missed appointments, miscommunication about health issues, or
delays in addressing Service Users’ needs.

« Mitigation Strategies:

o Backup Communication Systems: Ensure that communication systems,
including phones, emails, and messaging apps, remain operational during
disruptions. Implement backup systems (e.g., mobile phones or two-way radios)
if digital communication fails.

o Clear Communication Protocols: Develop and train staff on emergency
communication protocols to ensure that they can efficiently contact families,
staff, and external partners when necessary.

8.2 Prioritization of Essential Services

During any disruption or emergency, it is crucial to ensure that the most critical services are
prioritized to protect the health, safety, and well-being of Service Users. The BCP establishes
a clear hierarchy of essential services, ensuring that key areas are addressed first and that
service continuity is restored as quickly as possible.

Priority 1: Accommodation and Supervision Services

e The continuity of accommodation and supervision services is the top priority. The
safety and well-being of Service Users depend on the continued provision of these
services, even during a crisis. Ensuring secure living arrangements and appropriate
supervision is the first focus during any disruption.

Priority 2: Health and Medication Management

e The restoration of health monitoring and medication management services follows as
the second priority. This includes ensuring that Service Users continue to receive
medication on time and that any health or behavioural issues are promptly addressed
through monitoring and interventions.

Priority 3: Communication Systems

e Restoring communication systems is critical to maintaining effective coordination
between staff, Service Users, families, and other stakeholders. This is essential to
ensure that everyone involved in Service Users’ care is kept informed and that decisions
can be made quickly during an emergency.

Priority 4: Social and Community Engagement

e Community integration and social support services, though essential, can be
temporarily adjusted or delivered in alternative formats (e.g., virtual activities) during
disruptions. These services will be prioritized once critical services are stabilized.

8.3 Safeguarding and Emergency Response

Primus Plus Healthcare places the highest priority on ensuring that Service Users are
safeguarded during any emergency or disruption. This includes:
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e Clear Emergency Response Protocols: The BCP includes detailed protocols for
responding to emergency situations, including medical crises, building evacuations, or
behavioural incidents. These protocols ensure that Service Users' safety is never
compromised.

o Staff Training: Staff are trained on emergency procedures (e.g., fire drills, evacuation
plans, first aid), ensuring they are well-prepared to respond quickly and efficiently in
emergencies.

8.4 Compliance with CQC Standards

Throughout the BCP, compliance with CQC standards is maintained, particularly with regard
to safe care and treatment:

e Regulation 12: Safe Care and Treatment

o The plan ensures that Service Users receive safe care during disruptions,
including ensuring safe medication management and accommodation support.

e Regulation 15: Premises and Equipment

o Ensures that the facilities and equipment used to provide services are safe,
functional, and well-maintained during any disruption.

e Regulation 17: Good Governance

o Ensures that the governance framework, including roles and responsibilities, is
clearly defined during disruptions. Staff members have the authority to act
quickly in emergencies to maintain service continuity.

« Regulation 18: Staffing

o Ensures that appropriate staffing levels are maintained, with contingency plans
for temporary staff and cross-training of employees to manage disruptions
effectively.

e Regulation 20: Duty of Candour

o Primus Plus Healthcare will comply with the Duty of Candour by being
transparent with families, regulators, and other stakeholders about the status of
services and any disruptions.

9.0 ROLES AND RESPONSIBILITIES

The Roles and Responsibilities section of the Business Continuity Plan (BCP) for Primus Plus
Healthcare outlines the duties and responsibilities of individuals within the organization during
a disruption, emergency, or crisis. These responsibilities ensure that the BCP is implemented
effectively, critical services are maintained, and Service Users, staff, and stakeholders are
protected. Each role is assigned specific tasks based on the severity and nature of the disruption,
in line with the requirements set by the Care Quality Commission (CQC), Health and Social
Care Act 2008, UK GDPR, and other relevant legislation and regulations.

This section ensures that roles and responsibilities are clearly defined, enabling a coordinated
and effective response during emergencies.
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9.1 Business Continuity Officer (BCO)

Role: The Business Continuity Officer (BCO) is the individual responsible for overseeing the
implementation, management, and review of the Business Continuity Plan (BCP). The BCO
ensures that the plan is activated during a crisis and leads the coordination of recovery efforts.

Responsibilities:

Activation of the BCP: The BCO is the first point of contact to activate the BCP when
a disruption occurs. This includes initiating emergency response procedures and
coordinating with the Crisis Management Team (CMT).

Coordination of Response: The BCO leads the response efforts, ensuring that all critical
services (such as accommodation support, health monitoring, and staffing) are
maintained during disruptions. This includes managing resource allocation and
ensuring adequate staffing.

Ensuring Compliance: The BCO is responsible for ensuring that the response to
disruptions complies with CQC regulations (Regulation 12: Safe Care and Treatment),
ensuring that services continue safely and effectively during the emergency.

Reporting: The BCO communicates regularly with senior management, external
stakeholders (e.g., local authorities), and regulatory bodies (e.g., CQC) to provide
updates on the status of the BCP and the recovery process.

Documentation and Evaluation: Ensure that all incidents and responses are properly
documented and evaluated after the event. The BCO is responsible for compiling a post-
incident report and making recommendations for improving future BCP activation.

Relevant Legislation/Regulations:

CQC Regulation 17: Good Governance — Ensuring that governance structures are in
place to manage and oversee the response to crises.

Civil Contingencies Act 2004 — The BCO ensures compliance with emergency
preparedness and response regulations under this Act.

9.2 Crisis Management Team (CMT)

Role: The Crisis Management Team (CMT) is a group of senior management and designated
team members responsible for making high-level decisions and coordinating the organization’s
overall response during a crisis or emergency.

Responsibilities:

Strategic Decision-Making: The CMT makes high-level decisions regarding the
organization’s response to the crisis, including resource allocation, staff deployment,
and communication with external parties.

Operational Oversight: The team monitors and oversees the execution of the BCP,
ensuring that all essential services are delivered in accordance with regulatory
requirements.

Coordination with External Authorities: The CMT works closely with external partners,
such as local authorities, healthcare providers, and emergency services, to coordinate
response efforts and ensure the safety and well-being of Service Users.

Communication and Reporting: The CMT ensures that key stakeholders, including
families and commissioners, are informed of the situation and the steps being taken to
maintain care and support for Service Users.
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Relevant Legislation/Regulations:

e CQC Regulation 12: Safe Care and Treatment — Ensuring that care services remain safe
and effective during an emergency.

o Health and Social Care Act 2008 — Ensures that service delivery during emergencies
complies with regulated standards of care.

9.3 Crisis Communication Coordinator (CCC)

Role: The Crisis Communication Coordinator (CCC) is responsible for managing all
communication during a crisis, both internally and externally. This role is key to maintaining
transparency, providing accurate information to Service Users, families, staff, and external
stakeholders, and ensuring that communication is clear, timely, and consistent.

Responsibilities:

e Internal Communication: The CCC ensures that all staff members are informed of
emergency procedures, service changes, and recovery progress. This involves the use
of secure communication platforms (e.g., internal messaging systems, emails, and
phone trees).

o External Communication: The CCC is responsible for maintaining communication with
Service Users’ families, local authorities, and other relevant parties. The Crisis
Communication Plan ensures that accurate and transparent information is shared with
external stakeholders to maintain trust and reduce confusion.

e Media Management: If required, the CCC also handles external media inquiries,
ensuring that the organization’s message is consistent and accurate, and protecting the
organization’s reputation.

« Communication with Regulators: Ensure that CQC and other regulatory bodies are kept
informed of the ongoing situation and the steps taken to maintain compliance with CQC
regulations and health and safety standards.

Relevant Legislation/Regulations:

e CQC Regulation 20: Duty of Candour — Ensuring transparency and openness during a
crisis by promptly reporting incidents or significant issues to families, regulators, and
other stakeholders.

o Health and Social Care Act 2008 — Ensures that the organization maintains clear and
accurate communication regarding Service Users’ care during a disruption.

9.4 Care Staff (Supervision and Support)

Role: The care staff are the front-line workers responsible for delivering day-to-day
supervision, support, and health monitoring services to Service Users. These staff members are
critical to maintaining a safe and supportive environment during disruptions.

Responsibilities:

« Continuity of Supervision and Care: During disruptions, care staff continue to supervise
and support Service Users in accommodation and community-based activities. This
includes ensuring that Service Users are safe, their needs are met, and any emergency
interventions are carried out as required.

o Health Monitoring: Care staff are responsible for monitoring Service Users’ health,
including medication adherence, emotional well-being, and responding to behavioural
or health crises.
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e Reporting and Documentation: Care staff must document any incidents or changes in
Service Users’ conditions and communicate these issues to management or healthcare
providers when needed.

Relevant Legislation/Regulations:

e CQC Regulation 18: Staffing — Ensures that sufficient and appropriately trained staff
are available to maintain supervision and care for Service Users during emergencies.

e CQC Regulation 12: Safe Care and Treatment — Ensures that care is safe, appropriate,
and well-coordinated during times of crisis.

9.5 Administrative and Support Staff

Role: Administrative and support staff are responsible for the organizational functions that
support the care services, such as finance, human resources, IT, and procurement. These
functions are essential to ensuring that the business runs smoothly and that essential services
are maintained during a crisis.

Responsibilities:

« Human Resources: Ensure that staffing levels are maintained, including the deployment
of temporary or agency staff if needed. HR is also responsible for ensuring that staff
receive any necessary support, including mental health resources or training on
emergency procedures.

o Finance: The finance team ensures that essential payments (e.g., payroll, supplier
payments) are made, even during disruptions. This includes maintaining financial
reserves to support service delivery in case of financial instability during crises.

e IT Support: Ensure that the organization’s IT infrastructure remains functional during
a crisis, including maintaining access to scheduling systems, health record databases,
and communication platforms.

e Procurement: Ensure the continuity of the supply chain for critical items like
medication, PPE, food, and cleaning supplies during a disruption, maintaining
relationships with vendors and backup suppliers.

Relevant Legislation/Regulations:

e CQC Regulation 17: Good Governance — Ensures that administrative and support
functions are maintained during a crisis, including effective communication, record-
keeping, and resource allocation.

o CQC Regulation 18: Staffing — Ensures staffing functions remain intact and appropriate
personnel are available during a crisis.

9.6 Temporary and External Staff

Role: Temporary and external staff are used to fill staffing gaps during periods of high demand,
staff illness, or unavailability.
Responsibilities:

o Flexible Staffing Support: Provide necessary support in accommodation, supervision,
and health monitoring for Service Users during disruptions. Temporary staff should be
cross-trained to perform multiple roles to ensure flexibility in their deployment.
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o Adaptability to Care Needs: Temporary staff should be prepared to provide person-
centered care, understanding Service Users’ specific needs and ensuring continuity in
care and support services.

Relevant Legislation/Regulations:

e CQC Regulation 18: Staffing — Ensures that staffing levels remain sufficient during a
crisis by using temporary or agency workers to fill critical roles.

10.0 COMMUNICATION PLAN

Effective communication is crucial during any disruption, crisis, or emergency. A well-defined
communication plan ensures that key stakeholders including Service Users, their families, staff,
regulatory bodies, and external partners are kept informed and that Primus Plus Healthcare can
manage operations and recovery smoothly. The Communication Plan outlines how information
will be disseminated, who is responsible for communication, and what steps will be taken to
ensure that the message is clear, consistent, and timely.

This plan is aligned with CQC regulations, ensuring that the organization maintains
transparency, informs stakeholders appropriately, and adheres to all legal requirements related
to communication during crises.

10.1 Internal Communication

Internal communication involves the processes used to ensure that Primus Plus Healthcare’s
staff are well-informed about the status of the emergency, the steps being taken, and their roles
and responsibilities during the crisis. Clear and consistent communication within the
organization is essential for maintaining operational continuity and ensuring that Service Users
continue to receive high-quality care during a disruption.

Communication Channels:

« Communication Tools: Use of email, internal messaging platforms, telephone systems,
and staff intranet to keep staff updated during disruptions.

e In-Person Communication: Where possible, team meetings and briefings will be used
to disseminate critical information in person, ensuring clarity and allowing staff to ask
questions or seek clarification.

Key Internal Communication Responsibilities:

e Business Continuity Officer (BCO): The BCO is responsible for activating the
communication plan and coordinating communication across all staff levels during a
crisis. The BCO ensures that all departments (e.g., care staff, admin teams, facilities
management) receive timely and accurate updates.

o Crisis Management Team (CMT): The CMT will make strategic decisions and provide
guidance on communications, particularly in relation to external communications with
regulators, families, or other key stakeholders.

o Staff Briefings: Staff will receive regular updates through meetings, written
communications, or briefings, detailing the crisis situation, next steps, and any changes
to their responsibilities. This includes:

o Clear emergency protocols for care staff, ensuring they know their roles and
how to respond to various emergencies.
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o Health and safety procedures, such as the use of PPE and infection control
measures during health crises (e.g., COVID-19).

Internal Communication Plan Components:

Initial Notification: When the crisis occurs, the BCO will send an initial communication
to all staff members, informing them of the situation and the immediate actions
required.

Ongoing Updates: The BCO and CMT will provide regular updates to staff, ensuring
they are aware of any changes in the situation and ongoing recovery efforts. These
updates will address staffing needs, new procedures, and any operational changes.

Feedback Mechanism: Staff will be encouraged to provide feedback about the crisis
response, ensuring that concerns are addressed and that the plan can be adapted as
needed. This ensures that any gaps or issues are identified early and rectified.

Relevant Legislation/Regulations:

CQC Regulation 17: Good Governance — Ensures that internal communication
structures are in place to enable effective decision-making, clarity of roles, and
accountability during a crisis.

CQC Regulation 18: Staffing — Ensures that clear communication regarding staffing
levels, roles, and responsibilities is maintained during disruptions.

10.2 External Communication

Clear and transparent external communication is critical during a crisis to maintain trust, keep
stakeholders informed, and ensure the smooth functioning of recovery efforts. The
communication plan establishes how Primus Plus Healthcare will communicate with external
stakeholders, including Service Users’ families, local authorities, regulatory bodies, and the

public.

Communication Channels:

Telephone and Email: Direct communication channels will be used to inform families,
regulators (e.g., CQC), and other stakeholders about the situation and ongoing recovery.

Website and Social Media: In some cases, the company website or social media
platforms can be used to provide updates to the public or broader stakeholder groups,
particularly in managing reputation and public relations during major disruptions.

Press Releases: If necessary, the Crisis Communication Coordinator (CCC) will
prepare press releases for the media to ensure accurate information is shared and to
prevent misinformation from spreading.

Key External Communication Responsibilities:

Crisis Communication Coordinator (CCC): The CCC is responsible for managing
external communications, including:

o Informing families of Service Users about the crisis, how it impacts their loved
ones, and the actions being taken to ensure safety.

o Communicating with the CQC and other regulatory bodies to keep them
informed of the disruption, the impact on service delivery, and the steps taken
to maintain compliance.
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o Managing media inquiries: The CCC will handle any media inquiries to ensure
that the organization’s message is consistent and accurate.

o Coordinating with local authorities, healthcare providers, and other external
stakeholders to ensure that Service Users continue to receive necessary support
during disruptions, including relocation or emergency services if required.

External Communication Plan Components:

« Initial Notification to Families and Stakeholders: As soon as the crisis occurs, the CCC
will issue a statement to families, regulators, and key stakeholders to inform them of
the situation and the steps being taken.

e Regular Updates to Families: Families of Service Users will receive regular updates
about the well-being of their loved ones, any changes to their care plans, and any
adjustments made to supported living services during the crisis.

e Communication with Regulatory Bodies (e.g., CQC): Primus Plus Healthcare will
notify the CQC of the situation promptly and ensure ongoing communication about any
issues or changes affecting the quality of care, ensuring compliance with Regulation
20: Duty of Candour.

e Public Communication (if applicable): In the event of a large-scale crisis, the CCC may
prepare a press release or public statement to inform the broader community,
maintaining transparency and protecting the organization’s reputation.

Relevant Legislation/Regulations:

e« CQC Regulation 20: Duty of Candour — Ensures that Primus Plus Healthcare is
transparent and open in communicating any incidents or crises that affect Service Users
and the organization’s ability to deliver safe and effective care.

e CQC Regulation 17: Good Governance — Ensures that external communication is
handled appropriately and in compliance with governance and regulatory standards,
particularly with respect to Service Users' rights and safety.

e« UK GDPR (General Data Protection Regulation) — Ensures that all communications
regarding Service Users respect privacy and data protection regulations, particularly in
sharing personal or health information.

10.3 Emergency Communication with Service Users and Families

Ensuring direct and transparent communication with Service Users and their families is critical
to maintaining trust during disruptions. The plan ensures that information is shared in a manner
that is clear, timely, and respectful of Service Users’ needs.

Communication Channels:

o Personalized Contact: Direct phone calls, video calls, or text messages will be used to
inform families and Service Users about critical developments. This ensures that
communication remains personalized and appropriate.

e Regular Updates and Reassurance: Families and Service Users will be informed not
only about the status of the crisis but also about the measures being taken to ensure their
safety, well-being, and continuity of care.

Key Responsibilities:
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o Communication with Families: Families of Service Users will be kept informed about
the situation and how it impacts their loved ones, including updates on safety measures,
changes to service delivery, and any adjustments to scheduled care activities.

e Providing Emotional Support: The Crisis Communication Coordinator (CCC) or other
designated staff will ensure that families and Service Users receive reassurance and
emotional support during times of crisis, addressing their concerns and providing clarity
on next steps.

Relevant Legislation/Regulations:

e CQC Regulation 12: Safe Care and Treatment — Ensures that families are kept informed
of any changes to the care or treatment of Service Users during crises.

e CQC Regulation 20: Duty of Candour — Ensures that the organization communicates
openly with families and Service Users, particularly when care delivery is affected.

10.4 Communication During Recovery Phase

The recovery phase involves resuming normal operations and ensuring that stakeholders are
kept informed about the progress made, changes to service delivery, and any adjustments to
support structures.

Key Responsibilities:

e Reassurance and Support: After the immediate crisis has passed, Primus Plus
Healthcare will continue to update families, Service Users, and regulatory bodies on
recovery efforts, ensuring they are informed about any adjustments or improvements
being made to services.

o Feedback and Continuous Improvement: After the crisis, feedback mechanisms will be
put in place to assess how well communication was managed, allowing for continuous
improvement of the BCP.

11.0 STAFFING AND RESOURCE MANAGEMENT

Effective staffing and resource management are critical to ensuring the continuity of care and
support services during disruptions or crises. This section of the Business Continuity Plan
(BCP) for Primus Plus Healthcare outlines the strategies and procedures for managing both
human resources and essential resources (e.g., supplies, equipment, accommodation) during
emergencies. The BCP ensures that Primus Plus Healthcare has sufficient staff, appropriate
resources, and contingency plans in place to continue providing high-quality care to Service
Users without compromising their health, safety, and well-being.

This section ensures compliance with CQC regulations (particularly Regulation 18: Staffing),
Health and Social Care Act 2008, UK GDPR, and other relevant legislation, providing clear
guidelines for staff deployment, resource allocation, and recovery during a crisis.

11.1 Staffing Management During Disruptions

In times of crisis or emergency, staffing levels and the deployment of personnel are essential
to maintaining care services. The BCP for Primus Plus Healthcare ensures that staffing is
effectively managed, with contingency plans in place to address staffing shortages,
redeployment, and staff well-being.

Staffing Contingency Plans:
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o Staffing Redundancy:

o Primus Plus Healthcare maintains a pool of on-call staff, agency workers, or
temporary staff that can be deployed in case of staff shortages due to illness,
absenteeism, or other disruptions.

o Cross-Training: To maximize staffing flexibility, cross-training programs are
implemented to ensure staff can perform multiple roles. This ensures that
supervision, accommodation support, health monitoring, and other critical
services continue even with limited staffing.

o Remote Care Support: Where applicable, remote monitoring or virtual
consultations are employed to support Service Users with mental health needs
or autism spectrum conditions, reducing the need for in-person staff deployment
during health crises (e.g., during pandemics).

o Staff Redeployment:

o When staff shortages occur, redeployment strategies ensure that qualified staff
are redirected to the most critical functions. For example, care staff may be
assigned to health monitoring or supervision duties if other departments face
staffing issues.

o Key Roles Priority: Staff responsible for health monitoring and supervision of
vulnerable Service Users will be given priority in staffing allocation during
disruptions to ensure safety and care continuity.

Impact of Disruptions on Staffing:

o lllness and Absenteeism: In the case of staff illness, particularly during pandemics or
health outbreaks, staff absenteeism may significantly reduce staffing levels. The BCP
outlines procedures to ensure staff continuity and mitigate disruptions.

e Burnout and Mental Health: Staff burnout due to increased workloads during a crisis
can lead to absenteeism or reduced effectiveness. The BCP includes measures for
mental health support for staff and well-being programs to reduce burnout and maintain
workforce resilience.

Relevant Legislation/Regulations:

e CQC Regulation 18: Staffing — Ensures that adequate staffing levels and competencies
are maintained during disruptions, allowing Primus Plus Healthcare to continue
delivering services without compromising quality of care.

« Health and Social Care Act 2008 — Requires sufficient staffing levels to ensure the safe
delivery of care and services, including contingency plans for disruptions.

e CQC Regulation 12: Safe Care and Treatment — Ensures that the correct staffing levels
and training are in place to maintain safe service delivery, especially during crises.

11.2 Resource Management During Disruptions

Resource management is essential during a crisis to ensure that all critical functions, such as
accommodation, health care, and emergency support services, are maintained. The BCP
outlines how essential resources will be managed and allocated during a disruption.

Critical Resources:
¢ Accommodation:
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o Primus Plus Healthcare ensures that Service Users continue to have access to
safe and suitable accommodation, even during severe disruptions. In case of
facility damage (e.qg., fire, flooding), emergency relocation plans are in place to
move Service Users to alternative safe accommodations.

o Contingency Plans for Accommodation Supply: Identify alternative
accommodation providers or backup facilities with the necessary resources to
house Service Users if the primary facility becomes uninhabitable.

Medical Supplies and PPE:

o The BCP outlines strategies for maintaining a sufficient stock of medical
supplies, PPE, and cleaning materials required to maintain health and safety
standards. In the case of supply chain disruption, the plan provides for
alternative suppliers or emergency stockpiling of critical items.

o Emergency Procurement: Develop emergency procurement procedures to
ensure that essential medical and health supplies are obtained quickly during
disruptions, ensuring no lapse in care or health monitoring.

Technology and Equipment:

o Ensure that technology systems (e.g., health monitoring systems, scheduling
software, communication tools) remain operational during a disruption. This
includes having IT backup systems, cloud data storage, and equipment repairs
in place to restore functionality quickly.

o Alternative Communication Channels: In case of system failures, have backup
communication channels (e.g., mobile phones, radio systems) for staff to
coordinate and manage operations.

Resource Allocation During Disruptions:

Resource Prioritization: The BCP ensures that critical resources are allocated to the
most important services during emergencies. Accommodation, health services, and
supervision will be given priority in resource distribution, ensuring that these services
are not compromised during a crisis.

Supply Chain and Procurement:

o Establish relationships with alternative suppliers or emergency vendors to
ensure continuity of the supply chain for essential resources such as
medications, PPE, and food. This ensures there are no shortages in essential
supplies during disruptions.

Relevant Legislation/Regulations:

CQC Regulation 15: Premises and Equipment — Ensures that accommodation and
essential equipment remain functional and safe during disruptions, including
contingency plans for facility damage or resource shortages.

CQC Regulation 12: Safe Care and Treatment — Ensures that safe care and treatment
are provided even during emergencies by having necessary medical supplies and
staffing resources available.

Civil Contingencies Act 2004 — Ensures that Primus Plus Healthcare follows
emergency preparedness and resource management protocols during national or local
emergencies.
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11.3 Resource Allocation and Contingency Planning

Effective resource allocation ensures that Primus Plus Healthcare is well-prepared to respond
to any disruption or crisis. Contingency planning focuses on anticipating potential resource
shortages and developing strategies to address these challenges swiftly.

Staffing Contingency Plans:

e Agency and Temporary Staff: Identify temporary staffing agencies that specialize in
social care or healthcare services. Develop pre-arranged contracts to ensure on-demand
staffing during a crisis.

o Flexible Working Hours: In times of need, provide flexible hours for existing staff to
increase coverage and prevent service disruptions, while ensuring staff are adequately
supported and trained.

Essential Supplies and Equipment:

« Stockpiling: Maintain a reserve stock of essential items (e.g., PPE, medication, cleaning
supplies) for at least 4 days/weeks. Review supply levels periodically to ensure
availability during crises.

o Emergency Vendor Contacts: Maintain a list of approved emergency vendors for
immediate supply fulfillment during disruptions.

IT Systems and Backup:

e Redundant Systems: Ensure that critical IT systems have backup capabilities. For
example, cloud-based solutions can provide access to critical records, scheduling tools,
and health monitoring systems during IT failures.

o Disaster Recovery Plans: Backup IT infrastructure and disaster recovery procedures
will be tested regularly to ensure that service continuity is maintained in the event of IT
or cyber disruptions.

Relevant Legislation/Regulations:

e CQC Regulation 18: Staffing — Ensures that staffing arrangements remain sufficient
during disruptions by employing contingency plans, including agency workers and
temporary staff.

e CQC Regulation 12: Safe Care and Treatment — Ensures that medical supplies and
equipment are available to maintain safe care during emergencies.

e« CQC Regulation 17: Good Governance — Ensures that resource management is
integrated into the governance framework, and that contingency plans are regularly
reviewed and updated.

12.0 EVACUATION AND RELOCATION PLANS

The Evacuation and Relocation Plans within the Business Continuity Plan (BCP) for Primus
Plus Healthcare are designed to ensure that Service Users remain safe and well-supported in
the event of emergencies that may require the evacuation or relocation of supported living
environments. This includes facilities management, staff deployment, and coordination with
external agencies to facilitate the safe and effective relocation of Service Users during a crisis,
such as fire, flooding, or other natural disasters. The plan aims to minimize the risk of harm to
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Service Users and ensure that their care needs are met during a relocation, with minimal
disruption to their routines and emotional well-being.

This section is aligned with CQC regulations, Health and Social Care Act 2008, and other
relevant UK legislation, ensuring that the evacuation and relocation process adheres to legal
and regulatory standards for safe care and treatment.

12.1 Evacuation Procedures

Evacuation procedures are essential for Service Users' safety and must be implemented swiftly
and efficiently in the event of an emergency that requires immediate action, such as a fire,
flood, or severe structural damage to the premises. The BCP ensures that these procedures are
clearly defined and tested regularly, ensuring the safety and well-being of both Service Users
and staff.

Key Elements of Evacuation Procedures:
e Clear Evacuation Routes and Assembly Points:

o Evacuation routes are clearly marked in all supported living environments,
ensuring that all exits are easily accessible and that no obstacles impede
evacuation.

o Assembly points will be established a safe distance away from the building to
gather Service Users and staff after evacuation. These points will be clearly
identified and communicated to all staff.

« Staff Responsibilities During Evacuation:

o Care staff will be assigned specific responsibilities to assist Service Users
during the evacuation, especially for those with mobility impairments or those
who may need additional support due to learning disabilities or mental health
needs.

o Designated staff members will be responsible for checking rooms to ensure all
Service Users have evacuated and ensuring no one is left behind.

o Crisis management teams will direct operations and monitor evacuation
processes from a designated safe area, coordinating with emergency services.

« Evacuation Drills and Training:

o Regular evacuation drills will be conducted to ensure all staff are familiar with
the procedures and can respond quickly in an emergency. These drills will
include simulations of various emergency situations to ensure staff are prepared
for any scenario.

o Staff training will include:

= Evacuation procedures for vulnerable Service Users (e.g., those with
autism spectrum conditions or mental health disorders who may need
additional assistance).

= First aid and emergency medical procedures for staff to handle medical
crises during evacuations.

= Fire safety training and use of fire extinguishers to deal with potential
fire-related emergencies.

Relevant Legislation/Regulations:

42
Date Created: February, 2026 Review: February, 2027 Person in Charge: Jonas Ayitevie Version: 1.0



CQC Regulation 15: Premises and Equipment — Ensures that premises are safe and
properly maintained, including clear evacuation routes, safe exits, and the provision of
safety equipment (e.g., fire alarms, emergency exits).

CQC Regulation 12: Safe Care and Treatment — Requires that safe care is provided,
including having appropriate procedures for emergencies such as evacuations.

Health and Safety at Work Act 1974 — Requires that care providers ensure the health
and safety of all individuals within the care environment, including safe evacuation
procedures in emergencies.

12.2 Relocation Procedures

In cases where evacuation is not sufficient to guarantee the safety of Service Users, such as
during extensive property damage or ongoing environmental threats, relocation procedures will
be implemented. The relocation process is designed to move Service Users to alternative
accommodation or temporary care facilities until their original accommodation is safe or
suitable for return.

Key Elements of Relocation Procedures:

Identification of Relocation Sites:

o Primus Plus Healthcare will establish agreements with local authorities, other
care providers, or temporary housing facilities to provide temporary
accommodation for Service Users in the event of building damage or
uninhabitable conditions.

o Backup care facilities will be identified, ensuring that they are suitable for
Service Users' needs, including any specialized care or accommodations for
vulnerable individuals with specific requirements.

Transport Arrangements:

o Transportation plans will be established to safely move Service Users from their
current accommodation to the relocation site. This includes coordinating with
local transport services or having company vehicles available for use during
emergencies.

o Staff members will assist with transportation, ensuring Service Users are
securely transported to temporary accommodation without delay.

Provision of Ongoing Care:

o Care staff will accompany Service Users to the relocation site to ensure
continuity of care, including health monitoring and emotional support.

o Health and medication management will continue seamlessly, with service
providers ensuring that Service Users receive the care they require at the
relocation site, including regular health check-ups, medication administration,
and behavioural support if necessary.

Communication with Families and Stakeholders:

o Families and legal representatives of Service Users will be promptly informed
of the relocation, including the reasons for the relocation and details about the
temporary accommodation.
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o Clear communication lines will be maintained to reassure families and ensure
they are informed about their loved ones' safety and well-being during the
relocation process.

Relevant Legislation/Regulations:

e CQC Regulation 20: Duty of Candour — Ensures that Primus Plus Healthcare maintains
transparency in communication with families and regulatory bodies during relocation
and emergencies.

e CQC Regulation 15: Premises and Equipment — Ensures that relocation sites meet the
required safety standards, providing appropriate accommodations for Service Users.

o Health and Social Care Act 2008 — Requires the provision of safe, suitable living
environments for Service Users in supported living arrangements, including during
relocation.

12.3 Support for Service Users During Evacuation and Relocation

Primus Plus Healthcare is committed to providing specialized support for Service Users during
evacuation and relocation. Given that many Service Users may have learning disabilities,
mental health conditions, or autism spectrum conditions, additional steps must be taken to
ensure they are not distressed or overwhelmed by the evacuation or relocation process.

Key Support Actions:
e Personalized Evacuation Support:

o Care staff will assist Service Users with physical mobility, emotional
reassurance, and behavioural support during evacuations and relocations. For
example, individuals with autism spectrum conditions may need sensory
management techniques (e.g., headphones, visual supports) to minimize distress
during evacuations.

o First Aid and Medical Support: Staff trained in first aid will ensure that Service
Users who require immediate medical attention receive care during evacuation
or relocation.

« Emotional and Psychological Support:

o Mental health support will be available for Service Users who may experience
heightened anxiety, stress, or disorientation during evacuations or relocations.

o Staff trained in behavioural support will work with Service Users to ensure they
feel safe and supported throughout the process.

e Communication with Families:

o Families will be notified immediately of any relocation, and regular updates will
be provided to ensure that they are informed about the location and well-being
of their loved ones during the move.

Relevant Legislation/Regulations:

e CQC Regulation 12: Safe Care and Treatment — Ensures that during evacuation and
relocation, Service Users continue to receive safe care tailored to their needs.

e CQC Regulation 18: Staffing — Ensures that appropriately trained staff are available to
assist Service Users with physical, emotional, and health support during relocation.
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e CQC Regulation 9: Person-Centered Care — Ensures that evacuation and relocation
procedures are person-centered, taking into account the unique needs of each Service
User.

12.4 Testing and Review of Evacuation and Relocation Plans

Regular testing and reviewing of the evacuation and relocation plans are necessary to ensure
they are effective in real crisis situations. This ensures that staff are prepared, and Service
Users’ safety and well-being are prioritized.

Testing and Drills:

o Evacuation Drills: Conduct regular evacuation drills to ensure that staff are familiar
with evacuation procedures, routes, and roles during emergencies. These drills will be
specific to the needs of Service Users and will incorporate realistic scenarios that
account for both health monitoring and emotional support.

« Relocation Simulations: Regular relocation drills will simulate the process of moving
Service Users to alternative accommodation, ensuring that all logistical and emotional
support procedures are in place.

Post-Incident Review and Updates:

o After every incident or drill, the evacuation and relocation procedures will be reviewed
for efficiency, and lessons learned will be integrated into the BCP to improve future
response efforts.

13.0 I'T AND DATA PROTECTION

In today’s increasingly digital world, information technology (IT) systems and data protection
are critical components for the smooth functioning of Primus Plus Healthcare. The Business
Continuity Plan (BCP) outlines the procedures for ensuring that essential IT systems and
sensitive data are protected, backed up, and recoverable during a disruption or emergency,
allowing the organization to maintain service continuity while safeguarding Service Users’
data in compliance with UK GDPR and CQC regulations.

This section provides a detailed framework for managing IT systems and data protection during
disruptions, ensuring that Primus Plus Healthcare remains resilient to technological challenges,
maintains the confidentiality of Service Users' information, and complies with regulatory
requirements during crises.

13.1 Importance of IT and Data Protection

The protection and continuity of IT systems and data are essential to the operation of Primus
Plus Healthcare, as these systems support day-to-day operations, including healthcare records
management, staff scheduling, communication with stakeholders, and care plan documentation
for Service Users. In times of disruption, it is imperative to ensure that these systems remain
functional and that sensitive information is not compromised.

Functions of IT and Data:

e Health Records and Care Plans: Electronic management of Service Users' personal,
health, and care data is crucial for maintaining accurate and up-to-date care records.

e Communication Systems: The IT infrastructure supports internal communications
(staff-to-staff) and external communications (families, regulatory bodies, healthcare
providers).
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« Operational Management: Scheduling, payroll, HR systems, and financial management
rely on IT infrastructure to ensure smooth operations.

Impact of IT Failures or Data Breaches:

« Service Disruptions: IT system failures can disrupt critical operations, including care
delivery, health monitoring, and communication.

o Data Breaches: Unauthorized access to or loss of personal data, especially sensitive
health data, can have serious legal, financial, and reputational consequences, violating
UK GDPR.

13.2 Risk Identification for IT Systems and Data

The BCP identifies potential risks related to IT systems and data management and outlines
strategies to mitigate them. These risks can include cyber-attacks, system outages, data
breaches, and loss of data.

Risks to IT Systems and Data:
1. Cybersecurity Threats and Cyber Attacks:

o Risk: Unauthorized access to IT systems, including health records, staff data,
and other sensitive information, through hacking, phishing attacks, or malware.

o Impact: Loss of data confidentiality, unauthorized changes to care records,
disruption of service operations, and potential legal liabilities under UK GDPR.

2. System Failures and Outages:

o Risk: Failure of critical IT systems (e.g., care management systems, scheduling
tools, electronic health records systems) due to technical issues, hardware
malfunctions, or power outages.

o Impact: Service delivery disruption, inability to access critical data, delays in
communication, and lack of real-time coordination between staff and families.

3. Data Loss or Corruption:

o Risk: Loss or corruption of critical Service Users' data, such as care plans, health
records, or medication logs, due to system failure, accidental deletion, or cyber-
attacks.

o Impact: Loss of essential care information, incorrect service delivery,
compromised safety, and compliance violations.

4. Non-Compliance with Data Protection Regulations:

o Risk: Failure to comply with data protection regulations, such as UK GDPR,
resulting in data handling violations, legal penalties, and reputational damage.

o Impact: Fines, reputational damage, loss of trust from Service Users, families,
and regulators.

Mitigation Strategies:
o Cybersecurity Measures:

o Implement firewalls, encryption, multi-factor authentication (MFA), and other
advanced cybersecurity protocols to protect IT systems and Service Users'
personal data.
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o Conduct regular security audits and penetration testing to identify
vulnerabilities and address them before they are exploited.

o System Backup and Recovery:

o Implement automatic data backup systems to ensure that critical data (e.g.,
health records, care plans) is regularly backed up and can be restored during a
disruption.

o Ensure that backup data is stored securely offsite or on cloud platforms that
comply with UK GDPR requirements.

o Disaster Recovery Plan:

o Develop a disaster recovery plan (DRP) that includes steps for restoring 1T
systems within an acceptable Recovery Time Objective (RTO) and Recovery
Point Objective (RPO).

o Ensure that staff are trained to use backup systems during IT failures to
minimize service interruptions.

13.3 IT and Data Protection Compliance

Ensuring compliance with UK data protection laws, particularly UK GDPR, is a crucial
element of the BCP. Primus Plus Healthcare is committed to safeguarding Service Users’
personal data, including sensitive health information, and complying with regulatory
requirements for data security.

UK GDPR Compliance:
« Data Minimization and Confidentiality:

o Ensure that only necessary and relevant data is collected from Service Users,
and that it is stored securely and accessed only by authorized personnel.

o Access Control: Implement robust access controls to ensure that only authorized
staff can access Service Users’ personal and health information. This includes
the use of role-based access and audit trails to monitor data usage and identify
unauthorized access.

o Data Security:

o Ensure that data is encrypted both at rest (when stored) and in transit (during
transmission) to protect it from unauthorized access or interception.

o Regular Data Audits: Conduct regular audits to ensure that all data management
processes comply with UK GDPR and that data is being handled securely.

« Data Breach Protocols:

o Data Breach Response Plan: Establish clear protocols for responding to data
breaches, including notification procedures for Service Users, regulators (such
as the Information Commissioner’s Office (ICO)), and other stakeholders.

o Breach Notification: In line with UK GDPR, ensure that any data breach
affecting Service Users’ personal or sensitive data is reported to the ICO within
72 hours of discovery.

CQC Compliance:
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e Regulation 17: Good Governance — The BCP ensures that effective governance and
oversight mechanisms are in place to manage IT and data protection risks, enabling
compliance with CQC’s governance standards.

« Regulation 18: Staffing — Ensures that staff are appropriately trained on data protection
policies, including confidentiality, data security, and incident reporting in the event of
a data breach or IT failure.

e Regulation 12: Safe Care and Treatment — Ensures that all systems handling Service
Users’ personal and health data are safe, secure, and protected from unauthorized access
or breaches.

13.4 IT System and Data Protection in Crisis Situations

During a disruption or crisis, it is essential to have clear strategies for managing IT systems
and data protection, ensuring that critical operations continue without compromising the safety
or privacy of Service Users.

Considerations:

1. Critical IT Systems Continuity:

@)

Ensure that essential IT systems, including electronic health records, care
planning tools, and communication systems, remain operational during a crisis.
This may include using backup systems or cloud-based solutions for seamless
access to data.

Remote Access Solutions: Enable staff to access critical data and systems
remotely if physical access to premises is limited, ensuring continuity of service
delivery.

2. Data Access and Security During Disruptions:

@)

Data Access Control: Even during a crisis, ensure that only authorized personnel
can access sensitive data, and that data access is logged for monitoring and
auditing purposes.

Encryption and Security Protocols: Maintain encrypted communications and
secure storage of all data, including Service Users' health records, contact
information, and care plans during a disruption.

3. Training and Awareness:

o

Ensure that staff members are trained on how to securely access data, handle
personal information, and use IT systems during a crisis.

Incident Management Training: Train staff on how to respond to IT system
failures, cyber-attacks, or data breaches, ensuring they know the appropriate
steps to take to secure data and inform the right people.

13.5 IT System Recovery and Data Restoration

In the event of an IT failure, the BCP outlines clear procedures for the recovery of essential IT
systems and restoration of Service Users' data.

Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO):

e RTO for IT Systems: Define the acceptable time frame for restoring critical systems
such as electronic health records and care planning tools. The RTO should be
established based on the criticality of the system and the impact on Service Users.
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e RPO for Data: Determine the maximum acceptable data loss for each critical system,
ensuring that data can be restored with minimal disruption to care services.

Data Backup and Redundancy:

e Regular Data Backups: Implement regular backups for all critical data, ensuring that
backups are stored securely offsite or on cloud systems that comply with UK GDPR
and CQC standards.

o Backup Testing: Regularly test backup systems and procedures to ensure that data can
be restored quickly and accurately during a crisis.

Disaster Recovery Plan:

e The BCP includes a Disaster Recovery Plan (DRP) to guide the recovery of IT systems
and data, ensuring that key services can be restored within the defined RTO and RPO.

14.0 TESTING AND REVIEW

Testing and reviewing the Business Continuity Plan (BCP) is critical to ensure that Primus Plus
Healthcare is adequately prepared to respond to any disruptions, crises, or emergencies that
may arise. A well-tested plan ensures that staff are familiar with their roles and responsibilities,
that key resources are in place, and that the organization can recover quickly and efficiently.
The Testing and Review process is designed to validate the BCP’s effectiveness, identify areas
for improvement, and ensure ongoing compliance with relevant CQC regulations and UK
legislation.

The Testing and Review process will be ongoing and iterative, ensuring that Primus Plus
Healthcare is always prepared for any eventuality. It is aligned with CQC standards,
particularly Regulation 17: Good Governance, Regulation 18: Staffing, and Regulation 12:
Safe Care and Treatment, which emphasize continuous quality improvement, preparedness,
and compliance with care standards.

14.1 Purpose of Testing and Review
The purpose of Testing and Review is to:

« Validate the BCP's Effectiveness: Ensure that the BCP works as intended, by testing
key components and response strategies in real-world or simulated scenarios.

o Ensure Staff Preparedness: Regular testing ensures that staff understand their roles in
executing the plan during an emergency and are familiar with the procedures for
responding to various types of disruptions.

o Identify Gaps or Weaknesses: Through testing and reviews, potential gaps or
weaknesses in the plan can be identified and addressed, improving the overall
effectiveness of the BCP.

e Maintain Compliance: Ensure ongoing compliance with CQC regulations and UK
legislation to meet safeguarding, health, and safety standards during crises.

14.2 Testing the Business Continuity Plan

The testing of the BCP will involve regular simulations and drills to assess the readiness of the
organization and its staff to respond to various types of emergencies. Testing will help ensure
that the BCP is robust, effective, and aligned with CQC requirements.

Types of Testing:
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Table-top Exercises:

These are discussion-based tests where staff members are presented with a hypothetical
crisis scenario (e.g., pandemic, severe weather, IT system failure) and asked how they
would respond. These exercises help to assess communication, decision-making, and
resource allocation during an emergency.

o Frequency: Table-top exercises will be conducted annually or more frequently
if required.

o Key Focus Areas: Crisis management protocols, communication between
departments, and decision-making processes during emergencies.

Full-Scale Drills:

These tests simulate a real-world emergency where all aspects of the BCP are activated.
A full-scale drill will involve key stakeholders, including staff, service users, and
external partners, such as local authorities and healthcare providers. This will test the
entire response chain, including evacuation, health monitoring, and communication
systems.

o Frequency: Full-scale drills will be conducted at least every 12 months.

o Key Focus Areas: Evacuation procedures, relocation plans, staff training, health
and safety protocols, and communication systems.

IT System Failover Tests:

Test the IT recovery systems, including data backups and the ability to restore IT
systems and data following an IT failure or cyber-attack.

o Frequency: At least twice a year.

o Key Focus Areas: Backup systems, data recovery time objectives (RTO), data
restoration from backups, cybersecurity measures, and system failover.

Emergency Contact and Communication Drills:

These tests assess the effectiveness of communication systems during a crisis, ensuring
that staff, service users, and external stakeholders can be reached during an emergency.

o Frequency: Semi-annually.

o Key Focus Areas: Timeliness of communication, clarity of messaging, and
confirmation that the appropriate people are informed.

Testing Responsibilities:

Business Continuity Officer (BCO): The BCO is responsible for organizing and
overseeing all testing activities. The BCO ensures that tests are conducted in a
structured manner, documented appropriately, and results are evaluated for areas of
improvement.

Crisis Management Team (CMT): The CMT will participate in all full-scale drills and
table-top exercises, ensuring that they are familiar with their roles and responsibilities
during a crisis.
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14.3 Review of the Business Continuity Plan

In addition to regular testing, the BCP must be reviewed periodically to ensure that it remains
up-to-date, relevant, and in compliance with any changes in regulations, best practices, or
operational needs.

Frequency of Reviews:

o The BCP will be reviewed annually or sooner if significant changes occur in the
organization, external environment, or regulatory landscape.

o Reviews will occur after testing exercises or actual disruptions to identify areas
of improvement.

o The BCP will be updated based on feedback from staff, stakeholders, and
regulators.

Key Review Areas:

o Effectiveness of Communication: Assess the effectiveness of internal and external
communication during disruptions, ensuring all relevant stakeholders, including
families, regulators, and staff, are informed and updated regularly.

o Staff Competency: Review whether staff are adequately trained to execute the plan,
identifying any gaps in knowledge or preparedness.

e Resource Availability: Ensure that the required resources, such as staff, supplies,
accommodation, and IT systems, are available and can be deployed effectively during
an emergency.

o Compliance with Regulations: Review changes in CQC regulations, Health and Social
Care Act 2008, UK GDPR, and other relevant legislation to ensure the plan is compliant
with any new legal requirements.

o Lessons Learned from Past Incidents: Evaluate any actual incidents or disruptions that
occurred in the past year to identify what worked well and where improvements can be
made.

Review Process:

e BCO’s Role in Reviews: The BCO will lead the review process, conducting an analysis
of testing results, feedback from staff, and insights from Service Users and families.

e Incorporation of Feedback: Staff and families will be surveyed or interviewed for
feedback on the effectiveness of the response to disruptions, ensuring that Service
Users' needs were met and communication was clear and timely.

« Action Plan Development: Based on the review, an action plan will be created to
address any identified gaps or areas for improvement. This action plan will then be
incorporated into the next version of the BCP.

14.4 Reporting and Continuous Improvement

The results of testing, reviews, and post-incident evaluations will be documented and shared
with key stakeholders to ensure accountability and transparency.
Key Reporting Steps:

o Post-Test Reports: After each testing exercise or full-scale drill, a post-test report will
be prepared by the BCO, outlining what went well, what needs improvement, and any
areas where the BCP needs to be updated.
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« Post-Incident Reports: After an actual disruption or emergency, a post-incident review
will be conducted to evaluate the response, identify lessons learned, and make
adjustments to the plan accordingly.

o Continuous Feedback Loop: Feedback from staff, Service Users, families, and external
stakeholders will be incorporated into future tests and reviews to ensure the plan
evolves and adapts to changing needs.

Continuous Improvement:

e The BCP is a living document that evolves over time based on lessons learned from
testing, real disruptions, regulatory changes, and emerging best practices. The BCP will
be updated regularly to integrate feedback and ensure Primus Plus Healthcare remains
compliant, resilient, and capable of delivering high-quality care during emergencies.

14.5 Compliance with CQC Requirements

The Testing and Review process is designed to ensure compliance with CQC regulations and
other legislative requirements to maintain safe and effective care during emergencies.

Relevant CQC Regulations:

e Regulation 17: Good Governance — Ensures that the BCP is regularly reviewed, tested,
and updated to ensure effective governance and the safety of Service Users.

e Regulation 18: Staffing — Ensures that staff receive adequate training and are prepared
for their roles during crises, maintaining care quality during emergencies.

e Regulation 12: Safe Care and Treatment — Ensures that the BCP maintains the safety
and well-being of Service Users during emergencies, including ensuring proper
healthcare continuity and access to care.

15.0 CONTINUOUS IMPROVEMENT

Continuous improvement is a key principle in ensuring that Primus Plus Healthcare remains
resilient, adaptable, and capable of maintaining high-quality care and support for Service Users
during disruptions, crises, or emergencies. The Business Continuity Plan (BCP) is not a static
document; it is a dynamic framework that evolves in response to testing, incidents, feedback
from staff and stakeholders, changes in legislation, and lessons learned from past experiences.

The Continuous Improvement process is integral to maintaining compliance with CQC
regulations, addressing emerging risks, and ensuring that Primus Plus Healthcare continues to
meet the needs of Service Users, particularly those with learning disabilities, mental health
needs, and autism spectrum conditions. This section outlines how Primus Plus Healthcare
ensures that the BCP is regularly reviewed, updated, and improved based on internal
assessments and external feedback.

15.1 Purpose of Continuous Improvement
The purpose of the Continuous Improvement process is to:

o Enhance Resilience: Strengthen the organization’s ability to respond to future
disruptions by incorporating lessons learned from previous crises.

e Maintain Compliance: Ensure that the BCP is up-to-date with CQC regulations, UK
legislation, and industry best practices.
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« Improve Service Delivery: Ensure that any changes made to the BCP lead to improved
service delivery, with a particular focus on safeguarding the health, safety, and well-
being of Service Users.

e Promote a Culture of Learning: Foster an environment where staff are encouraged to
provide feedback, share ideas for improvement, and actively participate in the
development of better practices and processes.

15.2 Key Areas for Continuous Improvement

To ensure that the BCP remains effective and relevant, Primus Plus Healthcare focuses on
several key areas that are critical to its success. These areas are regularly evaluated and updated
based on feedback from staff, Service Users, families, and external stakeholders.

1. Feedback from Testing and Drills:

o Lessons Learned from Exercises: After each testing exercise or full-scale drill, feedback
is gathered from staff, Service Users, and other stakeholders to assess the effectiveness
of the BCP.

o Areas of Improvement: The organization identifies areas where improvements
can be made, such as communication strategies, staff roles, or resource
allocation.

o Testing Scenarios: Realistic scenarios are used to evaluate how well the plan
performs under pressure. This ensures that Primus Plus Healthcare can respond
effectively to a wide range of disruptions, from natural disasters to health crises.

« Implementation of Improvements: Based on the findings from these exercises, the BCP
is updated to incorporate new strategies, more effective communication protocols, and
better resource management techniques.

Relevant Legislation/Regulations:

e CQC Regulation 17: Good Governance — The process of testing and reviewing the BCP
ensures that the governance framework remains strong and responsive to emerging
challenges and risks.

2. Post-Incident Reviews:

e Evaluating Crisis Responses: After any actual disruption or crisis, Primus Plus
Healthcare conducts a post-incident review to evaluate how effectively the BCP was
implemented and whether it met the needs of Service Users.

o Response Effectiveness: Review how quickly services were restored, whether
all essential services (e.g., accommodation, health monitoring, medication)
were maintained, and whether staff were able to execute their roles effectively.

o Challenges Identified: Identify any challenges faced during the response, such
as issues with resource allocation, communication breakdowns, or gaps in staff
training.

e Continuous Learning: Use the insights gained from post-incident reviews to update the
BCP and adjust strategies, resources, and processes. The goal is to improve the
organization’s ability to handle similar incidents more efficiently in the future.

Relevant Legislation/Regulations:
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e CQC Regulation 12: Safe Care and Treatment — Ensures that Primus Plus Healthcare
continues to provide safe care even during disruptions, with lessons learned
contributing to better care delivery during future crises.

3. Feedback from Staff and Service Users:

« Staff Involvement: Staff play a critical role in the continuous improvement process, as
they are the ones who implement the BCP during crises. Regular feedback from staff
members helps identify areas where the plan may need to be adjusted.

o Surveys and Interviews: Conducting staff surveys and interviews after a crisis
or drill helps gather insights into how well the plan worked, any challenges
faced, and suggestions for improvement.

o Staff Well-Being: Feedback on how staff well-being was supported during the
crisis is also crucial. This includes ensuring that staff had the appropriate mental
health support and work-life balance during high-stress periods.

e Service User and Family Feedback: Service Users and their families provide essential
perspectives on the effectiveness of the BCP, particularly regarding how care and
support were provided during disruptions.

o Communication Effectiveness: Gather feedback from families about how well
they were informed during crises and how the communication can be improved
for future events.

o Service User Experience: Ensure that Service Users feel safe, supported, and
well-informed throughout the disruption and recovery process. Their feedback
helps improve the BCP’s person-centered care approach.

Relevant Legislation/Regulations:

e CQC Regulation 9: Person-Centered Care — Continuous improvement ensures that the
BCP remains person-centered, addressing the needs and preferences of Service Users
during disruptions.

e CQC Regulation 18: Staffing — Ensures that staff are involved in the feedback and
improvement process, contributing to a more effective and sustainable BCP.

4. Regulatory Changes and Legal Compliance:

e Ongoing Compliance: Primus Plus Healthcare ensures that the BCP is updated to reflect
changes in regulations, including CQC standards, UK GDPR, and local authority
requirements.

o Review of New Legislation: Regular reviews are conducted to ensure that the
BCP is compliant with new or updated regulations, ensuring that the
organization remains legally compliant in all aspects of business continuity and
service delivery.

o CQC Updates: Keep track of CQC updates regarding best practices in business
continuity, especially as they relate to Service Users’ rights, staffing, care
standards, and data protection.

Relevant Legislation/Regulations:

e CQC Regulation 17: Good Governance — Ensures the BCP is aligned with current
regulatory expectations, including service delivery standards, health and safety
regulations, and data protection laws.
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e UK GDPR - Ensures that data protection protocols in the BCP comply with data
privacy laws, including the handling of Service Users' personal and health data during
emergencies.

15.3 Continuous Improvement Process

The Continuous Improvement process is ongoing and based on a cycle of testing, review, and
feedback that leads to actionable improvements. This cycle ensures that Primus Plus Healthcare
continuously adapts to changing risks, Service Users’ needs, and regulatory requirements.

Steps in the Continuous Improvement Process:
1. Testing and Drills:

o Conduct regular drills and table-top exercises to simulate different emergency
scenarios and identify areas for improvement.

o Analyse testing outcomes to understand how well staff performed and how the
BCP can be refined.

2. Post-Incident Reviews:

o After a crisis or real disruption, conduct a post-incident review to evaluate the
effectiveness of the BCP, identify gaps, and update the plan based on lessons
learned.

o Gather input from staff, Service Users, and families about their experiences
during the disruption to incorporate their insights into the improvement process.

3. Regular Feedback Loops:

o Surveys and focus groups with staff and Service Users to identify what went
well and what could be improved.

o Communication with families to ensure they feel informed and supported
throughout any emergency.

4. Regulatory Compliance Checks:

o Conduct regular compliance checks to ensure the BCP meets CQC requirements
and UK legislation, ensuring that changes in regulations are promptly
incorporated into the plan.

15.4 Documentation and Reporting

All feedback from testing, reviews, and real-world incidents will be documented and analysed.
This documentation serves as a record of improvements made to the BCP and helps track the
organization's compliance with CQC regulations and other legal requirements.

« Action Plans: Following reviews and feedback, action plans will be created to address
areas for improvement. These plans will be incorporated into the next iteration of the
BCP, ensuring the plan evolves and adapts.

o Reports: Regular reports will be generated to evaluate the effectiveness of the BCP and
its improvement over time. These reports will be shared with senior management and
external regulators as required.

Relevant Legislation/Regulations:

e CQC Regulation 17: Good Governance — Ensures that the BCP is reviewed, tested, and
improved regularly in line with governance standards.
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e CQC Regulation 18: Staffing — Ensures that staff feedback is used to improve the BCP,
ensuring that it meets their needs during crises and enhances staff preparedness.
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1. RISK ASSESSMENT FORM

Primus Plus Healthcare - Risk Assessment Form

Risk Category

Example:
Severe
Weather

Example:
Cybersecurity
Breach

Example:
Staffing
Shortage

Risk
Description
Flooding in
the area,
disruption to
services

Unauthorized
access to
health records

High
absenteeism
due to illness

Likelihood
(Low/Medium/High)
High

Medium

High

Impact
(Low/Medium/High)
High

High

Medium

Risk Rating
(Low/Medium/High)
High

High

High

Mitigation
Strategies

Implement flood

defences,
contingency
accommodation

plans, alternative

transportation
Enhance
cybersecurity

protocols, regular

staff training,
regular system
audits

Cross-train staff,
use agency staff,

create flexible
work schedules

Date Created: February, 2026 Review: February, 2027 Person in Charge: Jonas Ayitevie Version: 1.0

Responsible
Person
BCO

IT Manager

HR
Manager

Date of
Review
[Insert
Date]

[Insert
Date]

[Insert
Date]
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Primus Plus Healthcare - Communication Plan Form

Stakeholder

Staff

Service Users’
Families

Regulatory Bodies
(e.g., CQC)

Local Authorities

Contact
Method

Email, Internal
Messaging

Phone, Email,
Text

Email, Official
Letters

Phone, Email

Frequency of

Communication

Daily or as needed

As needed (initial and
follow-up)

Immediate and periodic
updates

As needed during crisis

2. COMMUNICATION PLAN FORM

Key Information to be
Communicated

Crisis updates, roles, and
responsibilities

Safety updates, status of
service delivery

Impact of disruption, recovery
plan status

Coordination of emergency
services, relocation plans

Person Responsible
Crisis Communication
Coordinator (CCC)

CCC, BCO

BCO

BCO

Date Created: February, 2026 Review: February, 2027 Person in Charge: Jonas Ayitevie Version: 1.0

Contact
Details

[Insert Contact
Info]

[Insert Contact
Info]

[Insert Contact
Info]

[Insert Contact
Info]
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3. STAFFING CONTINGENCY PLAN FORM

Primus Plus Healthcare - Staffing Contingency Plan

Position/Role

Care Staff

Supervisors

Health
Monitoring Staff

Administrative
Staff

Regular
Staffing
Level

[Insert
Number]

[Insert
Number]

[Insert
Number]

[Insert
Number]

Contingency Staffing
Plan

Increase in cross-trained
staff for emergency
support

Redeploy supervisors from
other areas if needed

Utilize remote monitoring
tools where possible

Remote work or
redeployment to support
key functions

Backup/Temporary Staff
Arrangements

Agency staff on-call, part-
time staff adjustments

On-call supervisors from
other facilities

Agency health professionals,
on-call nurses

Temporary admin staff for
urgent tasks

Responsibility for
Staffing

HR Manager

Management Team

Health and Safety
Officer

HR Manager

Date Created: February, 2026 Review: February, 2027 Person in Charge: Jonas Ayitevie Version: 1.0

Notes

Cross-training will be
implemented regularly

Ensure supervisors are
available for all shifts

Ensure health monitoring
remains active

Keep essential
administrative processes
operational
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Primus Plus Healthcare - Emergency Contact List

Name

[Insert
Name]

[Insert
Name]

[Insert
Name]

[Insert
Name]

[Insert
Name]

Role

Business Continuity Officer

(BCO)

Crisis Management Team (CMT)

IT Support Lead

Health Monitoring Lead

Crisis Communication

Coordinator

Contact

Number
[Insert Number]
[Insert Number]
[Insert Number]

[Insert Number]

[Insert Number]

Email
Address
[Insert Email]
[Insert Email]
[Insert Email]

[Insert Email]

[Insert Email]

4. EMERGENCY CONTACT LIST FORM

Availability
2417
Available as needed
Available during office
hours

2417

Available as needed

Date Created: February, 2026 Review: February, 2027 Person in Charge: Jonas Ayitevie Version: 1.0

Backup Contact

[Backup Contact
Name]

[Backup Contact
Name]

[Backup Contact
Name]

[Backup Contact
Name]

[Backup Contact
Name]
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Primus Plus Healthcare - IT System Recovery and Data Protection Plan

Critical IT System

Health Record
System

Scheduling Software
Communication

Tools

Payroll System

5. 1T SYSTEM RECOVERY AND DATA PROTECTION FORM

Backup
Frequency

Daily

Weekly

Daily

Weekly

Recovery Time Objective

4 hours

8 hours

2 hours

12 hours

(RTO)

Recovery Point Objective

1 hour

4 hours

1 hour

4 hours

(RPO)

System
Owner

IT Manager

IT Manager

IT Manager

Finance
Manager
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Backup Location

Cloud-based
backup

Offsite backup

Cloud-based
backup

Secure external
backup
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6. INCIDENT REPORTING AND REVIEW FORM

Primus Plus Healthcare - Incident Reporting and Review Form

Incident

Type

Fire
Alarm
Trigger

IT
System
Outage

Staff
Shortage

Date/Time
of Incident

[Insert
Date/Time]

[Insert
Date/Time]

[Insert
Date/Time]

Description of Impact on Immediate
Incident Service Action Taken
Fire alarm Temporary Evacuated
triggered in disruption in Service Users,
building service alerted fire
services

System outage  Delay in health Restored system

caused by monitoring from backup
server crash services

Staff Reduced Redeployed
unavailable due = supervision for = available staff,
to illness Service Users  used agency

workers

Outcome/Resolution

False alarm, no
damage

System restored, no
data loss

Short-term disruption
resolved

Follow-up Actions

Review fire alarm
system and ensure
staff are trained on
evacuation procedures

Test backup systems
for speed of recovery

Investigate cause of
illness increase and
plan for alternative
staffing arrangements

Date Created: February, 2026 Review: February, 2027 Person in Charge: Jonas Ayitevie Version: 1.0

Responsible
Person

Facilities
Manager

IT Support
Lead

HR Manager
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7. POST-INCIDENT REVIEW FORM

Primus Plus Healthcare - Post-Incident Review Form

Incident Type Date of Summary of  What Went Well Areas for Actions for Future Responsible

Incident Incident Improvement Prevention Person
Example: IT [Insert Date]  Server crash Quick recovery Delayed communication = Improve communication IT Manager
System Failure disrupted from backup with stakeholders plan for IT issues

services
Example: [Insert Date]  Staff illness Temporary staff Staff morale affected Increase agency staff HR Manager
Staffing caused care were sourced due to overwork availability and cross-train
Shortage delays quickly staff
63
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8. EVACUATION AND RELOCATION TRACKING FORM

Primus Plus Healthcare - Evacuation and Relocation Tracking Form

Service ~ Accommodation = Reason for New Transport Date of Staff Communication  Family
User Location Relocation Location Arrangements  Relocation  Assigned with Family Contact
Name Details

[Insert [Insert Location] Fire damage  [Insert Company [Insert [Insert Staff ~ Yes, family [Insert
Name] to building Relocation vehicles, local Date] Names] informed Contact
Location] transport Details]

[Insert [Insert Location] Severe [Insert Emergency [Insert [Insert Staff = Yes, family [Insert
Name] weather Relocation vehicles Date] Names] informed Contact
conditions Location] Details]
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Primus Plus Healthcare - Emergency Contact List Form

Name

[Insert Name]

[Insert Name]

[Insert Name]

[Insert Name]

9. EMERGENCY CONTACT LIST FORM

Role

Business Continuity Officer (BCO)

Crisis Management Team (CMT)

IT Support Lead

Crisis Communication Coordinator

Phone Number

[Insert Number]

[Insert Number]

[Insert Number]

[Insert Number]

Email Address

[Insert Email]

[Insert Email]

[Insert Email]

[Insert Email]

Availability

2417

As Needed

Business hours

As Needed

Date Created: February, 2026 Review: February, 2027 Person in Charge: Jonas Ayitevie Version: 1.0

Backup Contact

[Backup Contact Name]

[Backup Contact Name]

[Backup Contact Name]

[Backup Contact Name]
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